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Motivations
VOLE-in-the-Head≥MPC-in-the-Head
FAEST Signature

P.S. Landscape of Efficient Zero Knowledge

Main techniques (of DVZK):
Random (subfield) VOLE
Low-Degree Test

GCZK
O(|C|)
O(1)

O(» · |C|)
Designated

High-Bandwidth
Large Circuit

DVZK

O(|C|) or O(|w|+ d)

O(|C|)
O(1)

Designated
High-Bandwidth

Large Circuit
Polynomials

P Comp.
P Mem.

Proof Size
V Type

Advantage

zk-SNARK, GKR, etc.
Ω(|C|)
Ω(|C|)

O(log(|C|))
Universal

Low-Bandwidth
Medium Circuit

DVZK∗

O(|C|3=4)

O(|C| log |C|)
O(|C|1=4)

Designated
High-Bandwidth

Large Circuit
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Contributions

Contribution 1: Combine DPF proof with VOLE-in-the-Head
Contribution 2: Use half-tree to optimize computational performance

QuickSilver
DPF Proof

SoftSpokenOT

Random
Vector

Commitment

Fiat-Shamir

Ferret,
Silver,
etc.

SPED
Sig

ZK/RSD
FVOLE

DVZK/
RSD

ZK/RSD
F1̄−OT

ZK/RSD
FCom
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Performance of the ZK Compilers
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Preliminary: VOLE as IT-MAC (Linear Commitment)
Receiver/V Sender/P
∆ ∈ Fpr

(global key) u ∈ Fn
pr (message)

M[u] ∈ Fn
pr (MAC Tag)K[u] ∈ Fn

pr

(MAC Key)

FrVOLE

Linear Homomorphism: [x] + [y] 7→ [x+ y]
Open([x]): P → V : (x,M[x]), V checks M[x] = K[x] + x ·∆
Batched Open:

Sender commits to x by sending d := x− u

IT-MAC [x] := (x,M[x],K[x]) subject to M[x] = K[x] + x ·∆

Receiver/V Sender/P{ffli}
x, Open([

P
i ffli · xi])

P opens a different value→P guesses ∆
Soundness error = 1

pr
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Starting Point: DVZK for Quadratic Relations
K[a] = ∆| {z }

V

· a+M[a]| {z }
P

Prove a1 × a2 = a3
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Starting Point: DVZK for Quadratic Relations
K[a] = ∆| {z }

V

· a+M[a]| {z }
P

K[a1] · K[a2] + ∆ · K[a3]| {z }
B

= (M[a1]− a1 ·∆) · (M[a2]− a2 ·∆) +∆ · (M[a3]− a3 ·∆)

= (a1 · a2 − a3)∆2 + (−a1M[a2]− a2M[a1] + M[a3]| {z }
A1

)∆ +M[a1]M[a2]| {z }
A0

Prove a1 × a2 = a3
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· a+M[a]| {z }
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B

= (M[a1]− a1 ·∆) · (M[a2]− a2 ·∆) +∆ · (M[a3]− a3 ·∆)

= (a1 · a2 − a3)∆2 + (−a1M[a2]− a2M[a1] + M[a3]| {z }
A1

)∆ +M[a1]M[a2]| {z }
A0

Prove a1 × a2 = a3

P sends A1,A0 to V
V checks that A1 ·∆+ A0 = B
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Starting Point: DVZK for Quadratic Relations
K[a] = ∆| {z }

V

· a+M[a]| {z }
P

K[a1] · K[a2] + ∆ · K[a3]| {z }
B

= (M[a1]− a1 ·∆) · (M[a2]− a2 ·∆) +∆ · (M[a3]− a3 ·∆)

= (a1 · a2 − a3)∆2 + (−a1M[a2]− a2M[a1] + M[a3]| {z }
A1

)∆ +M[a1]M[a2]| {z }
A0

Prove a1 × a2 = a3

P sends A1,A0 to V
V checks that A1 ·∆+ A0 = B

We can prove multiple quadratic relations using random linear combination
Sample ffl = (ffl(1), ...,ffl(‘))

Compute A1 =
P

i ffl
(i)A(i)

1 ,A0 =
P

i ffl
(i)A(i)

0 , B =
P

i ffl
(i)B(i)

Soundness loss = 1
|F|
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Starting Point: Public Coin FOT by Com&Open
For public-coin V, we have public-coin

`
2
1

´
-OT

≡

In particular, we have public-coin random
` N
N−1

´
-OT with O(logN) comm.

≡

P V
m0,m1 b ∈ {0, 1}

mb
FOT

(c0, d0)← Com(m0),
(c1, d1)← Com(m1)

P Vc0, c1
b

db

Outputs mb if
Open(cb, db) ̸= ⊥

(c, d, {mi}i∈[N])← VC.Com()

P Vc
x

dbdx := VC.Open(d, x)

P V
{mi} ← $ x ∈ [N]

{mi}i̸=x
F1̄-OT
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Random Vector Commitment
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Next Step: From F1̄-OT to Subspace FVOLE (SoftSpokenOT)

P V
{mi}i∈[2k] {mi}i̸=¸

u :=
P

i ui
v :=

P
i−i · ui

∆ := ¸
w :=

P
i(∆− i) · ui

F1̄-OT

×∆= −

»-bit entropy

∈ F2k

Repeat fi = ⌈»=k⌉ times

= − ×
∆1. . .

∆fi

PRG(mi) 7→ ui

w v u V U′W′
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From F1̄-OT to Subspace FVOLE (SoftSpokenOT), Continued

= − ××

fi fi 1

fi

Goal: 2−»-sound IT-MAC

Send Syndrome

= − ×

W′ V u 1 ... 1
∆1. . .

∆fi

∆ ∈ F2» ≡

×
∆1. . .

∆»

F2» ≡ F»2

1 ... 1

W′ V U′
∆1. . .

∆fi

× +

1

u

fi − 1

C
fi

1 ... 1 0

1
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From F1̄-OT to Subspace FVOLE (SoftSpokenOT), Continued

= − ×

= −

Consistency Check: Use Linear-UHF to hash and reveal some rows to check C-∆-relations

V locally sets W = W′ + [0∥C] · diag(∆)

Theorem 2. Protocol ΠsVOLE securely realizes FsVOLE with distinguishing advantage
` nC
kC+1

´
· "

W V
∆1. . .

∆fi

+ C0

“ ”
× +1 ... 1 C0u ×

∆1. . .
∆fi

V ×
∆1. . .

∆fi

× 1 ... 1u
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Regular Syndrome Decoding

instance
= m− k

witness length = m

weight = w

= ×

...

w unit vectorsH ey

e1

e2

e3

ew
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Regular Syndrome Decoding

instance
= m− k

witness length = m

weight = w

= ×

...

w unit vectorsH ey

e1

e2

e3

ew

Systematic Form: H = [Im−k∥HB]
y = H · e = eA + HB · eB
We only commit and get [eB] and reconstruct [e] = [y− HB · eB∥eB]
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Sketching Technique

e

⟨ , ⟩
r1 e

⟨ , ⟩
r2 e

⟨ , ⟩
r1 ◦ r2

× =
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Sketching Technique

e

⟨ , ⟩
r1 e

⟨ , ⟩
r2 e

⟨ , ⟩
r1 ◦ r2

× =

If ∥e∥0 > 1, there will be cross terms, soundness error = 2
|F|
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Sketching Technique

e

⟨ , ⟩
r1 e

⟨ , ⟩
r2 e

⟨ , ⟩
r1 ◦ r2

× =

If ∥e∥0 > 1, there will be cross terms, soundness error = 2
|F|

e

⟨ , ⟩

1

= 1
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Sketching Technique

e

⟨ , ⟩
r1 e

⟨ , ⟩
r2 e

⟨ , ⟩
r1 ◦ r2

× =

If ∥e∥0 > 1, there will be cross terms, soundness error = 2
|F|

e

⟨ , ⟩

1

= 1

Use IT-MAC opening to check that ⟨1, e⟩ = 1
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Choosing Parameters for RSD
Linearization Attack
Information Set Decoding Attack
Generalized Birthday Paradox Attack

From SD-in-the-Head Specifications

https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/round-1/spec-files/SDitH-spec-web.pdf
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Parameters

Security Level m k w m=d Estimated Bit Security

NIST L1 1393 833 199 7 143.34
NIST L3 2190 1248 365 6 207.70
NIST L5 2928 1668 488 6 272.51
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Performance

name sig size sk pk keygen sign verify

Ours 128S 4420 32 86 3.73557 ms 53.943 ms 52.1632 ms
Ours 128F 5512 32 86 3.74889 ms 45.5962 ms 37.7521 ms
Ours 192S 10584 48 142 10.4693 ms 156.395 ms 129.477 ms
Ours 192F 13776 48 142 9.91277 ms 142.364 ms 116.684 ms
Ours 256S 20720 64 190 17.8642 ms 314.161 ms 251.276 ms
Ours 256F 26496 64 190 17.8749 ms 304.009 ms 247.138 ms

FAEST 128S 5006 32 32 187.681 us 129.139 ms 124.891 ms
FAEST 128F 6336 32 32 210.627 us 43.4592 ms 39.7393 ms
FAEST 192S 12744 56 64 1.01353 ms 401.755 ms 371.869 ms
FAEST 192F 16792 56 64 893.735 us 165.605 ms 149.641 ms
FAEST 256S 22100 64 64 1.46707 ms 624.618 ms 586.189 ms
FAEST 256F 28400 64 64 1.32513 ms 312.229 ms 276.544 ms

FAEST EM 128S 4566 32 32 178.814 us 112.059 ms 108.851 ms
FAEST EM 128F 5696 32 32 169.509 us 33.1948 ms 33.0019 ms
FAEST EM 192S 10824 48 48 464.477 us 297.662 ms 288.398 ms
FAEST EM 192F 13912 48 48 451.677 us 101.44 ms 100.785 ms
FAEST EM 256S 20956 64 64 1.40576 ms 540.346 ms 540.04 ms
FAEST EM 256F 26736 64 64 1.15299 ms 252.45 ms 248.962 ms

“Small but slow” variant is comparable
“Fast but large” variant appears hard to tame
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Performance

128S 128F 192S 192F 256S 256F0

200

400

600

Signing Time

Ours FAEST FAEST-EM

128S 128F 192S 192F 256S 256F0

200

400

600

Verification Time

Ours FAEST FAEST-EM



Hongrui Cui · SPED22

Performance
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Half-tree Optimization
Save computation/communication by introducing correlation at each level

›

⊕ = ∆

⊕ = ∆

⊕ = ∆

⊕ ⊕
⊕ ⊕ ⊕ ⊕ ⊕⊕

GGM Tree Correlated GGM Tree

Costs: N× RO or 2N× RP N× RP

Initial Setup: G0 = k← F»2 G1 = ∆− kG← F»2

G00||G01 = PRG(G0) G00 = H(G0),G01 = G0 ⊕ G00Expansion:
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Optimization?
We need ‘ := m+ 2» random bits for QuickSilver
Half-tree gives » bits
How to expand it into ‘ bits with less than ‘ bit communication?

instance
= m− k

witness length = m

weight = w

= × eHy
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ZK for Polynomial Constraints Over Small Fields

ZK for F2-poly

FsVOLE-hybrid
ZK for F2-poly

F1̄-OT-hybrid

ZK for F2-poly

FCom-hybrid

ZK in
FVOLE

DVZK for
F2,Fp

ZK in
F1̄−OT

ZK for
F2

ZK for
Fp

QuickSilver,
Mac’n’Cheese,
LPZK,
etc.

SoftSpokenOT

Com&Open FAEST
PQ-Sig

ZK over Fk
2

Com&Open
Code Switching

Ferret,
Silver,
etc.

NIZK for Fk
2-mult

RO-hybrid
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The 3-Round Protocol

Theorem 4. The Protocol Πt
2D-Rep is a ZKPoK with soundness error 3

prfi .
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How to Handle Arbitrary C?
For subspace VOLE with general code [nC, kC, dC] and witness w = F‘×kC

p
The committed witness is as follows

Problem: Only row-wise linearity

Solution: Simulate VOLE in P’s head once again

In Rep(»), kC = 1= −VB

××

A

GC ∆1. . .
∆nC

‘

nC kC

nC

P V
Prepares (2‘+ 2) rows in A′

A′ =

»
A
B

–
DVZK ı as if ∆′ is the key

∆′

V = B+∆′ · A

P and V continue the subspace VOLE simulation

ı is valid under ∆′

The opening of V is correct under
diag(~∆)

V accepts if
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The Code-Switching Technique

Theorem 3. The protocol Πt
2D-LC is a SHVZKPoK with soundness error 3

p + 2|S∆|−dC in the

Fp,S∆,C,2(‘+2),L
sVOLE -hybrid model
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The Problem with LPN-based State-of-the-Art

Receiver/VSender/P

FOT

(k10, k11)
...

(k‘0, k‘1)

∆B[1]
...

∆B[‘]
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The Problem with LPN-based State-of-the-Art

Receiver/VSender/P

FOT

(k10, k11)
...

(k‘0, k‘1)

∆B[1]
...

∆B[‘]
Extend (u)

m1 := PRF(k10, j) + PRF(k11, j) + u
...

m‘ := PRF(k‘0, j) + PRF(k‘1, j) + u

PRF(ki0, j)| {z }
Sender

+ PRF(ki∆B[i], j) +mi∆B[i]| {z }
Receiver

u∆B[i] =

Use LHL to remove selective
failure leackage on ∆
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...
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Receiver/V Sender/P

e ∈ F2h

p s.t.

(
e¸ = u
e ¯̧ = 0

...
FOT

k1o, k1e

kh−1
o , kh−1

e

kho, khe

¸1, ...,¸h

| {z }
v

u∆B[i] =

m =
P

vi + vu

Use LHL to remove selective
failure leackage on ∆
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The Problem with LPN-based State-of-the-Art

Receiver/VSender/P

FOT

(k10, k11)
...

(k‘0, k‘1)

∆B[1]
...

∆B[‘]
Extend (u)

m1 := PRF(k10, j) + PRF(k11, j) + u
...

m‘ := PRF(k‘0, j) + PRF(k‘1, j) + u

PRF(ki0, j)| {z }
Sender

+ PRF(ki∆B[i], j) +mi∆B[i]| {z }
Receiver

Receiver/V Sender/P

e ∈ F2h

p s.t.

(
e¸ = u
e ¯̧ = 0

...
FOT

k1o, k1e

kh−1
o , kh−1

e

kho, khe

¸1, ...,¸h

| {z }
v

u∆B[i] = Recover bi, i ̸= ¸

m =
P

vi + vu

Recover b¸
Use Multiple FspVOLE to get sparse e
Use LPN∗ to expand to pseudorandom u

Use LHL to remove selective
failure leackage on ∆

Com&Open doesn’t work when P is OT receiver
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FAEST Signature
Apply FS transform to Πt

2D-LC scheme
pk = x, y ∈ F128

2 , sk = k ∈ F128
2

Relation: y = Enck(x)
For AES128, S-box is F28 inversion, so we can use 2D polynomial to express it
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Claimed Performance of FAEST
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Linear Combination Opening
We can save the C-matrix communication if verifier only need to get a linear
combination of the matrix B
First P and V run Com/OT to get A, B′,U′

For a linear combination r, P simply sends ĉ := rT · C ∈ Ffi2» to the verifier
Now the two parties can compute

rT · B = rT · A′ + [0∥ĉ] · diag(∆) + u · [1 1 ... 1] · diag(∆)

Perform consistency check as usual after sending ĉ
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SD-in-the-Head
An alternative approach towards Hamming weight checking
Let S encodes the noise S(‚i) = ffi(ei) for i ∈ [m]
Let Q encodes the non-zero positions
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