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What is Pseudorandom Correlation Generator/Function

KeyGen
kA kB

Eval(kA)
yA yB

KeyGen
kA kB

Correlation Examples
Shared Randomness: yA = yB
VOLE: yA = (w,∆), yB = (u, v), s.t. w = v+ u ·∆
Beaver Triple: yA + yB = (a, b, a ◦ b)
Authenticated Beaver Triple: yA + yB = (a, b, a ◦ b, a∆, b∆, a ◦ b∆)

Eval(kB)

Motivation of This Line of Work
Silent preprocessing for MPC

can be executed by

8><>:
Trusted Third Party
Secure Multiparty Computation
Public Key Infrastructure

KeyGen

yA [1] yA [2]

Eval(kA , 1) Eval(kA , 2)

... yB [1] yB [2] ...

Eval(kB , 1) Eval(kB , 2)
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MPC with All-but-one Corruption Threshold
Passive Security vs. Active Security
Boolean Circuit vs. Arithmetic Circuit (blackbox)

Boolean

Arithmetic

Passive Active

[GMW87] [DPSZ12], [KPR18], [BNO19]

[GMW87]
[Yao86], [BMR90]

[NNOB12]
[WRK17a], [WRK17b],

SS
GC

SS
GC

[HSS17], [YWZ20]

[KOS16]
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MPC with All-but-one Corruption Threshold
Passive Security vs. Active Security
Boolean Circuit vs. Arithmetic Circuit (blackbox)

Boolean

Arithmetic

Passive Active

[GMW87] [DPSZ12], [KPR18], [BNO19]

[GMW87]
[Yao86], [BMR90]

[NNOB12]
[WRK17a], [WRK17b],

SS
GC

SS
GC

[HSS17], [YWZ20]

OT Beaver COT Auth. Beaver

FHE
[KOS16]
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Useful Correlations for MPC/2PC
Oblivious Transfer from Correlated OT
Correlation Robust hash to get random OT
Receiver sends diff. to get OT

COT-PCG
c1 = 0, (c1∆ + v1 , )

cn = 1, ( , cn∆ + vn)
...

(v1 ,∆ + v1)

(vn ,∆ + vn)
...

∆



Hongrui Cui · QuietOT4

Useful Correlations for MPC/2PC
Oblivious Transfer from Correlated OT
Correlation Robust hash to get random OT
Receiver sends diff. to get OT

COT-PCG
c1 = 0, (c1∆ + v1 , )

cn = 1, ( , cn∆ + vn)
...

(v1 ,∆ + v1)

(vn ,∆ + vn)
...

∆

m1
c1
← H(c1∆ + v1) m1

0 ← H(v1)

m1
1 ← H(∆ + v1)



Hongrui Cui · QuietOT4

Useful Correlations for MPC/2PC
Oblivious Transfer from Correlated OT
Correlation Robust hash to get random OT
Receiver sends diff. to get OT

COT-PCG
c1 = 0, (c1∆ + v1 , )

cn = 1, ( , cn∆ + vn)
...

(v1 ,∆ + v1)

(vn ,∆ + vn)
...

∆

m1
c1
← H(c1∆ + v1) m1

0 ← H(v1)

m1
1 ← H(∆ + v1)

Chosen input: x ∈ {0, 1} ‹ = x⊕ c

C0 = Enc(m‹ , y0)
C1 = Enc(m

‹̄
, y1)Get yx = Dec(mc , Cx)
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Correlation Robust hash to get random OT
Receiver sends diff. to get OT
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c1 = 0, (c1∆ + v1 , )
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Beaver Triple
BT-PCG

(aA , bA , cA) (aB , bB , cB)
s.t. (aA + aB) · (bA + bB) = (cA + cB)

∧
x y

z

Alice has x ∈ {0, 1} and samples xA , xB s.t. xA ⊕ xB = x, sends xB to Bob
Bob has y ∈ {0, 1} and samples yA , yB s.t. yA ⊕ yB = y, sends yB to Alice
Parties open e = x⊕ a, f = y ⊕ b

x · y = (x⊕ a| {z }
e

⊕a) · (y ⊕ b| {z }
f

⊕b) = ef ⊕ eb⊕ af ⊕ ab|{z}
c
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⊕a) · (y ⊕ b| {z }
f

⊕b) = ef ⊕ eb⊕ af ⊕ ab|{z}
c

JzK = ef ⊕ eJbK⊕ fJaK⊕ JcK

Active security with SPDZ-style authentication ABT-PCG
(aA , bA , cA) (aB , bB , cB)

(∆A ,M[aA ],M[bA ],M[cA ]) (∆B ,M[aB ],M[bB ],M[cB ])

s.t. (aA + aB) · (bA + bB) = (cA + cB)

(uA + uB) · (∆A + ∆B) = M[uA ] + M[uB ] over F
2–
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IT-MAC has additive-homomorphism
open = reveal + check
reveal(x) = send xA, xB
check(x) = checkM[xA] + M[xB] = (xA + xB)(∆A +∆B)
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Efficient Generation of COT/sVOLE
MPC Jargon: Communication≈ Sound Level
OT Extension

Prior art. [IKNP03], [KOS15]. – bit per OT or –− 1 bit per COT
SOTA. [Roy22]. –

fi
bit per COT, with 2fi

fi
-time computational overhead

Silent OT
PCG. [BCGIKS19], [YWLZW20], [RRT23]. o(1) bit per COT/sVOLE
PCF. [BCGIKS20, BCGIKRS22, ] o(1) bit per unlimited COT/sVOLE
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MPC Jargon: Communication≈ Sound Level
OT Extension

Prior art. [IKNP03], [KOS15]. – bit per OT or –− 1 bit per COT
SOTA. [Roy22]. –

fi
bit per COT, with 2fi

fi
-time computational overhead

Silent OT
PCG. [BCGIKS19], [YWLZW20], [RRT23]. o(1) bit per COT/sVOLE
PCF. [BCGIKS20, BCGIKRS22, ] o(1) bit per unlimited COT/sVOLE

Public Key PCF [OSY21, KOR23, BCMPR24]
Advantage. Conceptually simpler than LPN-based PCF
Public Key Setup. Requires a PKI-style setup (as opposed to an interactive setup)
Disadvantage. Requires PK operations (e.g., modular exponentiation) per correlation

A middle
ground

Relaxing the Output Requirement ✗

Adding Communication ✗

Symmetric Operations for Extension ✓

Public Key Setup ✓
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General Paradigm from [BCMPR23]
Folklore: Any CPRF with a weak PRF as a constraint predicate can be used to construct a PCF
for OT correlations. [BGMM20]

Constrained PRF: K× X → Y
KeyGen→ (pp, msk)
Eval (msk, x)→ y
Constrain (msk, C)→ csk
CEval (csk, x)→ y

X

C(x) = 0 C(x) = 1

C : X → {0, 1}
Eval (msk, x) = CEval (csk, x) Eval (msk, x)≈ $ | csk



Hongrui Cui · QuietOT8

General Paradigm from [BCMPR23]
Folklore: Any CPRF with a weak PRF as a constraint predicate can be used to construct a PCF
for OT correlations. [BGMM20]

Constrained PRF: K× X → Y
KeyGen→ (pp, msk)
Eval (msk, x)→ y
Constrain (msk, C)→ csk
CEval (csk, x)→ y

X

C(x) = 0 C(x) = 1

C : X → {0, 1}
Eval (msk, x) = CEval (csk, x) Eval (msk, x)≈ $ | csk

wPRF
Suppose that C = fz : X → {0, 1} is a wPRF
We can use fz, 1− fz as constraints

Setup
ReceiverSender

msk0
msk1

csk0 = Cstr.(msk0, fz)
csk1 = Cstr.(msk1, 1− fz)
z
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Constrained PRF: K× X → Y
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Suppose that C = fz : X → {0, 1} is a wPRF
We can use fz, 1− fz as constraints

Setup
ReceiverSender

msk0
msk1

csk0 = Cstr.(msk0, fz)
csk1 = Cstr.(msk1, 1− fz)
z

y0 = Eval(msk0, x)
y1 = Eval(msk1, x)

b = fz(x) Let b = 1

✗

yb = CEval(cskb, x)
Output (y0, y1) Output (b, yb)
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CPRF and IPM-wPRF
Unfortunately, most CPRF only support inner-product-related constraint functions
We cannot design a wPRF using ⟨z, x⟩ operation alone

Example: NR04 PRF
Let (G, g, q) be a DDH group
fa1,...,an(x1, ...xn) = ga

x1
1 ·...·axnn , a1, ..., an ∈ Zq, x1, ..., xn ∈ {0, 1}

Constraint: z1, ..., zn ∈ {0, 1}, Cz(x) = 0 ⇐⇒ ⟨x, z⟩ = 0

Sample r← Zq, csk: ¸i = rzi · ai, CEval(x1, ...xn) = g¸
x1
1 ·...·¸xn

n = gr
⟨x,z⟩·(ax11 ·...·axnn )
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Using Symmetric-key Primitive For Extension
The BCMPR construction requires modular exponentiation for every extension
QuietOT proposed to use RO instead

Z0 ∆ zTZ1
= + ×

msk = (Z0,∆), csk = (Z1, z)
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Eval at

x←Rn

Z0 ∆ zTZ1
= + ×× × ×

x x xZ0 ∆ zTZ1
= + ×

msk = (Z0,∆), csk = (Z1, z)

H(Z1 · x) = H(Z0 · x+∆ · (zT · x))

=

(
H(Z1 · x) if zT · x = 0

Uniform from RKA of H
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Using Symmetric-key Primitive For Extension
The BCMPR construction requires modular exponentiation for every extension
QuietOT proposed to use RO instead

Eval at

x←Rn

Z0 ∆ zTZ1
= + ×× × ×

x x xZ0 ∆ zTZ1
= + ×

msk = (Z0,∆), csk = (Z1, z)

H(Z1 · x) = H(Z0 · x+∆ · (zT · x))

=

(
H(Z1 · x) if zT · x = 0

Uniform from RKA of H

To ensure∆ has enough entropy, we can increase the dimension of Z0, Z1

Z0 ∆ zTZ1
= + ×
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Shiftable CPRF and ListOT
Suppose we use BIPSW
fz(x) = ⌊⟨x, z⟩ mod 6⌉2

Z0 ∆ zTZ1
= + ×× × ×

x x x

| {z }
v∈Z6
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×
x ∆

+ ×
¸

H(Z1 · x+∆ · ¸) =
(
L0 = (H(Z1 · x+∆ · {0, 1, 2}))
L1 = (H(Z1 · x+∆ · {3, 4, 5}))

Receiver Sender

csk = (Z0, zT) msk = (Z1,∆)

H(Z0x) = L⌊v⌉2 [v]“ListOT”

x← Zn
6

(b, v, y) (L0, L1)y = Lb[v]
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How to use ListOT

Receiver Sender

Suppose Receiver wants to getmff from (m0,m1)

ListOT
ff (m0,m1)

(v ∈ Z6, b ∈ {0, 1}, y ∈ {0, 1}–) L0[0], L0[1], L0[2] ∈ {0, 1}–

L1[3], L1[4], L1[5] ∈ {0, 1}–

‹ = ff ⊕ b

L̃0 = L0[{0, 1, 2}]⊕m‹

L̃1 = L1[{3, 4, 5}]⊕m1−‹

Recovermff = Lb[v]⊕ L̃b[v] = Lb[v]⊕ Lb[v]⊕m‹⊕b = mff
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Public Key Setup
PKS = 1-round of PK exchanging
Local rounding to remove error
Requires super-polynomial
modulus-to-noise ratio

Correctness

Security: Only semi-honest security is proved
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Experiments
The authors tested the Extension process (without base OT)
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Any Questions?
Offers a new directions to PCG/PCF research ✓
Both BCMPR24 and this work are not technically amazing ✗
CPRF + IPM-wPRF + ELF≈ DV-NIZK [PsV06]
The Public Key Setup is very similar to HSS, we could try to achieve malicious security
The Input space in the BIPSW-varient of QuietOT is {0, 1}n rather than Zn

6


