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What is Pseudorandom Correlation Generator/Function ac!l

KeyGen KeyGen
e i a 8 i a
\ \
Eval (kA) Eval (kB) (Eval(kA, 1)IEvaI(kA, 2)) (Eval(kB, 1)IEvaI(kB, 2))
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Correlation Examples

®m Shared Randomness: y* =y

B VOLE:y* = (w,A),y? =(u,v), st w=v+u-A

B Beaver Triple: y* +y® = (a,b,a o b)

B Authenticated Beaver Triple: y* +y® = (a,b,aob,al,bA,acbA)

Motivation of This Line of Work
® Silent preprocessing for MPC

(Trusted Third Party

O can be executed by < Secure Multiparty Computation

_Public Key Infrastructure
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MPC with All-but-one Corruption Threshold ac!l!

B Passive Security vs. Active Security
B Boolean Circuit vs. Arithmetic Circuit (blackbox)

Boolean
SSlemwez] $S_INNoBt2|
GC [Yao86], [BMR90] GC [WRK17a], [WRK17b],
: [HSS17], [YWZ20] ,
Passive Active
[GMW87] [DPSZ12], [KPR18], [BNO19]
[KOS16]

Arithmetic
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Useful Correlations for MPC/2PC C'l"

B Oblivious Transfer from Correlated OT Q

® Correlation Robust hash to get random OT | A/CCOT-PCGD\‘
B Receiver sends diff. to get OT a-o@t (1, A+V1>

cn =1,( ,CnA + vp) (vn, A 4 vp)
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Useful Correlations for MPC/2PC ac!l!

B Oblivious Transfer from Correlated OT @ -
B Correlation Robust hash to get random OT | 4/<COT-PCG>\‘ A @
B Receiver sends diff. to get OT - rad &) \v
cn = 1,( ,cnA + vp) (vn, A + vp)
1

[m}l — H(c1 A +vq) [mo = ) ]
1

my < H(A +vq)
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Useful Correlations for MPC/2PC

® Oblivious Transfer from Correlated OT
B Correlation Robust hash to get random OT
B Receiver sends diff. to get OT

ac'l"

Q‘_)
e . —COTPCG L » B

c1 =0, (C]_A +vq,
Cn:].,( ,CnA—|—Vn)

[mgl — H(c1A +vq)

Choseninput: x € {0,1}

Get Yx = Dec(mc, Cx)

(1,84 v1)

(vn, A + vn) \
1

mg < H(v1)
m% — H(A +vq)
d=xPpc

Co = Enc(mé,yo)

C1 = Enc(mg, y1)
-2
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Useful Correlations for MPC/2PC

B Oblivious Transfer from Correlated OT
B Correlation Robust hash to get random OT
B Receiver sends diff. to get OT

B Beaver Triple

CIII'

e A/CCOT-PCG>\>

¢1 =0 (c1A +vp, (v1, A+V1)

cn = 1,( ,cn + vp) (vn, A + vn)
" (BT-PCG

Cal’an-a (aB, bB, B)
st.(a® +aP) - (b* +bB) = (A + B)

Hongrui Cui - QuietOT



Useful Correlations for MPC/2PC

Oblivious Transfer from Correlated OT
Correlation Robust hash to get random OT
Receiver sends diff. to get OT

Beaver Triple /d)z\
X y

Alice hasx € {0, 1} and samples xA,xB st XA [ xB = X, sends xB to Bob
Bobhasy € {0, 1} and samples yA, yB s.t. yA (an yB =y, sends yB to Alice
Partiesopene = x P a,f=y P b

ac'l"

e A/CCOT-PCG>\>

¢ = 0.(c1A +vy, (v1, A+V1)

cn =1, ( ,cnA + vp) (vn, A + vp)
" (BT-PCG

Cal’an-a (aB, bB, B)

st.(a® +aP) - (b* +bB) = (A + B)

x-y=(x@®ada)-(y®bdb) =ef @eb@® af & ab
N N—— —~~
e f c
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Useful Correlations for MPC/2PC

Oblivious Transfer from Correlated OT
Correlation Robust hash to get random OT
Receiver sends diff. to get OT

Beaver Triple /d)z\
X y

Alice hasx € {0, 1} and samples xA,xB st XA [ xB = X, sends xB to Bob
Bobhasy € {0, 1} and samples yA, yB s.t. yA (an yB =y, sends yB to Alice
Partiesopene = x P a,f=y P b

ac'l"

e A/CCOT-PCG>\>

¢ = 0.(c1A +vy, (v1, A+V1)

cn =1, ( ,cnA + vp) (vn, A + vp)
" (BT-PCG

Cal’an-a (aB, bB, B)

st.(a® +aP) - (b* +bB) = (A + B)

x-y=(x@®ada)-(y®bdb) =ef @eb@® af & ab
N N—— —~~
e f c

[z] = ef © e[b] @ fla] @ [c]
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Useful Correlations for MPC/2PC

Oblivious Transfer from Correlated OT
Correlation Robust hash to get random OT
Receiver sends diff. to get OT

Beaver Triple /d)z\
X y

Alice hasx € {0, 1} and samples xA,xB st XA @ xB = X, sends xB to Bob
Bobhasy € {0, 1} and samples yA, yB s.t. yA (an yB =y, sends yB to Alice
Partiesopene = x P a,f=y P b

Active security with SPDZ-style authentication

ac'l"

e A/CCOT-PCG>\>

Cn :1,(

¢ = 0.(c1A +vy, (v1, A+V1)
,cnA + vp) (vn, A + vp)

" (BT-PCG
Cal’an-a (aB, bB, B)

st.(a® +aP) - (b* +bB) = (A + B)

x-y=(x@®ada)-(y®bdb) =ef @eb@® af & ab
N—~— N—~ ~~
e f c

[z] = ef © e[b] @ fla] @ [c]

(aB, bB, cB)
(A4, M[a*], M[PA], M[A]) (A8, M[aB], M[bB], M[cB])
= (M +P)

(uA+uB)-(AA+AB) _

st. (a® +aP) - (b + bB)
M[uA] + M[uB] over IE‘2>\
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Useful Correlations for MPC/2PC

B Oblivious Transfer from Correlated OT
Correlation Robust hash to get random OT
Receiver sends diff. to get OT

Beaver Triple /d)z\
X y

Alice hasx € {0, 1} and samples xA,xB st XA @ xB = X, sends xB to Bob
Bobhasy € {0, 1} and samples yA, yB s.t. yA (an yB =y, sends yB to Alice
Partiesopene = x P a,f=y P b

IT-MAC has additive-homomorphism

open = reveal + check

reveal(x) = send x*, x°

Active security with SPDZ-style authentication

check(x) = check M[x] + M[x®] = (x* - xF)(AA

ac'l"

e A/CCOT-PCG>\>

c1 =0,(c1 A+ vy,

Cn :1,(

(v, A+ V1)
,CnA + Vn)

" (BT-PCG e

Cal’an-a (aB, bB, B)
= (M +P)

st. (a® + aP) - (b + bB)
x-y=(x@®ada)-(y®bdb) =ef @eb@® af & ab
~~

N N——
e f C

[z] = ef © e[b] @ fla] @ [c]

(aB, bB, cB)
(A4, M[a*], M[PA], M[A]) (A8, M[aB], M[bB], M[cB])
= (M +P)

(uA+uB)-(AA+AB) _

+ AP)

st. (a® +aP) - (b + bB)
M[uA] + M[uB] over IE‘2>\
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Efficient Generation of COT/sVOLE ®

SoftSpokenOT: Quieter OT Extension from
Small-Field Silent VOLE in the Minicrypt Model

MPC Jargon: Communication =~ Sound Level

Lawrence Roy(™)

.
OT EXte n S I O n Oregon State University, Corvallis, USA
ldr i

B Prior art. [IKNPO3], [KOS15]. X bit per OT or A — 1 bit per COT
B SOTA. [Roy22]. % bit per COT, with 27-time computational overhead

Silent OT

B PCG. [BCGIKS19], [YWLZW20], [RRT23]. o(1) bit per COT/sVOLE
m PCF. [BCGIKS20, BCGIKRS22, ] o(1) bit per unlimited COT/sVOLE
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Efficient Generation of COT/sVOLE ®

SoftSpokenOT: Quieter OT Extension from
Small-Field Silent VOLE in the Minicrypt Model

MPC Jargon: Communication =~ Sound Level

Lawrence Roy(™)

.
OT EXte n S I O n Oregon State University, Corvallis, USA
ldr i

B Prior art. [IKNPO3], [KOS15]. X bit per OT or A — 1 bit per COT

B SOTA. [Roy22]. % bit per COT, with %-ﬁme computational overhead

Silent OT

B PCG. [BCGIKS19], [YWLZW20], [RRT23]. o(1) bit per COT/sVOLE
m PCF. [BCGIKS20, BCGIKRS22, ] o(1) bit per unlimited COT/sVOLE

Public Key PCF [OSY21, KOR23, BCMPR24]

B Advantage. Conceptually simpler than LPN-based PCF
B Public Key Setup. Requires a PKI-style setup (as opposed to an interactive setup)
B Disadvantage. Requires PK operations (e.g., modular exponentiation) per correlation
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Efficient Generation of COT/sVOLE ®

SoftSpokenOT: Quieter OT Extension from
Small-Field Silent VOLE in the Minicrypt Model

MPC Jargon: Communication =~ Sound Level

Lawrence Roy(™)

.
OT EXte n S I O n Oregon State University, Corvallis, USA
1 ;

B Prior art. [IKNPO3], [KOS15]. X bit per OT or A — 1 bit per COT
B SOTA. [Roy22]. % bit per COT, with 2--time computational overhead

T

Silent OT

B PCG. [BCGIKS19], [YWLZW20], [RRT23]. o(1) bit per COT/sVOLE
m PCF. [BCGIKS20, BCGIKRS22, ] o(1) bit per unlimited COT/sVOLE

@ a
A m id d I e Quietoaiﬁigﬁ ?jﬁ?ﬁfﬁj;“;i‘;‘;; Transfer = Rela.xing the Out|f)ut .Requirement X
Geoffroy Couteau®?, Lalita Devadas®, Srinivas Devadas®, Alexander Koch'?, and Addlng Com it nlcahon X
grO un d B symmetric Operations for Extension v’
Unirs . Public Key Setup v/
N\ Y,

Public Key PCF [OSY21, KOR23, BCMPR24]

B Advantage. Conceptually simpler than LPN-based PCF
B Public Key Setup. Requires a PKI-style setup (as opposed to an interactive setup)
B Disadvantage. Requires PK operations (e.g., modular exponentiation) per correlation
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General Paradigm from [BCMPR23] ac!ln

B Folklore: Any CPRF with a weak PRF as a constraint predicate can be used to construct a PCF
for OT correlations. [BGMM?20]

Constrained PRF: I x X — Y X
B KeyGen — (pp, msk) C: X —10,1}
® Eval (msk, x) — vy
B Constrain (msk, C) — csk
m CEval (csk, x) =y Cx)=0 { Cc(x)=1

Eval (msk, x) = CEval (csk, x) Eval (msk, x) &= $ | csk
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General Paradigm from [BCMPR23] ac!ln

B Folklore: Any CPRF with a weak PRF as a constraint predicate can be used to construct a PCF
for OT correlations. [BGMM?20]

Constrained PRF: IC x X — ) X

B KeyGen — (pp, msk) C:X—{0,1}
O Eval (mSk, X) s y Eval (msk, x) = CEval (csk, x) Eval (msk, x) &= $ | csk
B Constrain (msk, C) — csk
m CEval (csk, x) =y Cx)=0 { Cc(x)=1
WPRF o a
| |

B SupposethatC=f,: X — {0,1} is a wPRF sfn)der (Setup: eceiver
® We canusef,,1 — f, as constraints mskq (csko — Cstr.(msko, f,) )

msk csky = Cstr.(mskq, 1 — f;)

Z

- J
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General Paradigm from [BCMPR23] ac!ln

B Folklore: Any CPRF with a weak PRF as a constraint predicate can be used to construct a PCF
for OT correlations. [BGMM?20]

Constrained PRF: IC x X — ) X

B KeyGen — (pp, msk) C:X—{0,1}
O Eval (mSk, X) s y Eval (msk, x) = CEval (csk, x) Eval (msk, x) &= $ | csk
B Constrain (msk, C) — csk
m CEval (csk, x) =y Cx)=0 { Cc(x)=1
WPRF o a
| |
B SupposethatC=f,: X — {0,1} is a wPRF ssn)der (Setup: eceiver
B We canusef,,1 — f, as constraints mskq (csko — Cstr.(msko, f,) b
msk csky = Cstr.(mskq, 1 — f;)
\Z J
b = f;(x)

yo = Eval(mskg, x)
y1 = Eval(mskq, x)
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General Paradigm from [BCMPR23] ac!ln

B Folklore: Any CPRF with a weak PRF as a constraint predicate can be used to construct a PCF
for OT correlations. [BGMM?20]

Constrained PRF: IC x X — ) X

B KeyGen — (pp, msk) C:X—{0,1} .
® Eval (msk, X) —y Eval (msk, x) = CEval (csk, x) Eval (msk, x) = $ | csk
B Constrain (msk, C) — csk
m CEval (csk, x) =y Cx)=0 { Cc(x)=1
WPRF & g
® Suppose thatC =f, : X — {0,1} is a wPRF fj) _—
® We canusef,,1 — f, as constraints mskg (csko — Cstr.(msko, f;) )
csky = Cstr.(mskq, 1 — f;)
\Z J
b=f,(x) Letb=1
yo = Eval(mskg, X)- - X
y1 = Eval(msky, ) =y, = CEval(cskp, x)

Output (Yo, y1) Output (b, yp)
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CPRF and IPM-wPRF ac!ln

B Unfortunately, most CPRF only support inner-product-related constraint functions
B We cannot design a wPRF using (z, x) operation alone

Example: NRO4 PRF
B Let (G, g,q) be a DDH group

X1

Xn

] fal ..... Cln(X].7 ---Xn) — gal e ’ 017 °-'7an E quxl’ °"7Xn E {07 ]-}
B Constraint: zq,...,z, € {0,1},G(x) =0 <— (x,z) =0
B Sample r < Zg, csk: aj = r¥ - a;, CEval(xy, ...xn) = gt e — gr<x’z>'(“§1"'°'“txﬂ")
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CPRF and IPM-wPRF ac!ln

B Unfortunately, most CPRF only support inner-product-related constraint functions
B We cannot design a wPRF using (z, x) operation alone

Example: NRO4 PRF
m Let (G, g,q) be a DDH group

1 Xn

,,,,, a, (X1, .. Xn) = gai el A1y .oy On € Lgy X150y Xn € 10,1}
B Constraint: zy,...,z, € {0,1},C,(x) =0 <— (x,z) =0

| SO x2) (1. "
B Sample r < Zg, csk: a; = 1% - a;, CEval(xq, .xp) = 8% =% = g (ar'-.-aym)

Inner Product Membership wPRF

B Defined overaring R = SqgUS; (S =R\ So)
Bf:R"xR"— {0,1},forsk=z € R", define f,(x) = f(z, x)

. — {O (X,z) € So
1 <X,Z>€Sl

Example

B BIPSW: R = Zg, f(x) = | (x,2)]>
B GAR:f,(Z1,T,) =XOR({z; :i € T1}) @ MAI({z : i € Tb})

9 Hongrui Cui - QuietOT




10

Using Symmetric-key Primitive For Extension

B The BCMPR construction requires modular exponentiation for every extension
B QuietOT proposed to use RO instead

4 Zo A z'
L 1=0C_"""++04 x:

 msk = (Zo, A), csk = (Z3,2)

acllll

Hongrui Cui - QuietOT



Using Symmetric-key Primitive For Extension ac!l

B The BCMPR construction requires modular exponentiation for every extension
B QuietOT proposed to use RO instead

4 )

Z; Zo A z' |Eval at Z; X Zo x A 2" X
L 1=0C"_""+080 x| | > [ IX = [ Ix[H0Ox[C_—_Ix
\msk=(Z0, A), esk=(Z1,2) X R

H(Zy -x) = H(Zy-x+ A - (2" - x))

B {H(Zl-x) ifzl -x=0

Uniform from RKA of H

10 Hongrui Cui - QuietOT



Using Symmetric-key Primitive For Extension ac!l

B The BCMPR construction requires modular exponentiation for every extension
B QuietOT proposed to use RO instead

4 )

Z; Zo A z' |Eval at Z; X Zo x A 2" X
L 1=0C"_""+080 x| | > [ IX = [ Ix[H0Ox[C_—_Ix
\msk=(Z0, A), esk=(Z1,2) X R

H(Zy -x) = H(Zy-x+ A - (2" - x))

{H(Zl .x) ifzl -x=0

Uniform from RKA of H

B To ensure A has enough entropy, we can increase the dimension of 7, Z;

VA4 75 A z'
= ] xC___ 1

10 Hongrui Cui - QuietOT



1

Shiftable CPRF and ListOT

B Suppose we use BIPSW

B f;(x) = |(x,z) mod 6]

Zy

X Zy

X

_l_

| >

x

X[ IX

VEZ6

ac'l"

ShCPREF for Inner-Product Predicates

Public Parameters. Security parameter A, finite ring R of order ¢, integers m such that m > A, vector
length n > 1, and an RKA-secure PRF family F': R™ x R™ — ) for affine key-derivation functions.

ShCPRF.KeyGen(1*): ShCPRF.Constrain(msk, z):

1: ko &R™, A& R™\ {0} 1 : parse msk = (ko, Zo, A)
2: Zo & R™X" 2: Zy + Zo— Az’

3: msk := (ko,Zo, A) 3 : return csk := (ko, Z1)
ShCPRF.Eval(msk, x, a): ShCPRF.CEval(csk, x):

1 : parse msk = (ko, Zo, A) 1: parse csk := (ko, Z1)

2 k¢ ko+Zox—A-a 2 k¢ ko +Zix

3: return Fi(x) 3 : return Fi(x)
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Shiftable CPRF and ListOT ac!l!

. S u p pose We u Se BI PSW ShCPREF for Inner-Product Predicates
Public Parameters. Security parameter A, finite ring R of order ¢, integers m such that m > A, vector
B fZ X) = X, Z mo d 6 2 length n > 1, and an RKA-secure PRF family F: R™ x R" — Y for affine key-derivation functions.
ShCPRF.KeyGen(1*): ShCPRF.Constrain(msk, z):
T 1: ko &ER™, AER™\ {0} 1 : parse msk = (ko, Zo, 4)

Zl X Z() X é y 4

>< >< | >< |:| >< 3 : msk := (ko, Zo, A) 3: return csk := (ko, Z1)
ShCPRF.Eval(msk, x, a): ShCPRF.CEval(csk, x):
1 : parse msk = (ko, Zo, A) 1 : parse csk := (ko, Z1)
J/

9. Zo & RXT 2: Zy — Zo— Az

2:k+ko+Zox—A -« 2: k< ko+7Zix

3: return Fi(x) 3 : return Fi(x)

-~

VEZLg

B Sender can enumerate over o € Zg and computes
Zl X A o
— Lo = (H(Z; - A-40,1,2
><|:|‘|_ x [ H(21X+Aoz): 0 ((1 X + { }))

Ly = (H(Z1 - x+ A - {3,4,5}))

il Hongrui Cui - QuietOT




Shiftable CPRF and ListOT ac!l!

. S u p pose We u Se BI PSW ShCPREF for Inner-Product Predicates
Public Parameters. Security parameter A, finite ring R of order ¢, integers m such that m > A, vector
B fZ X) = X, Z mo d 6 2 length n > 1, and an RKA-secure PRF family F: R™ x R" — Y for affine key-derivation functions.
ShCPRF.KeyGen(1*): ShCPRF.Constrain(msk, z):
T 1: ko &ER™, AER™\ {0} 1 : parse msk = (ko, Zo, 4)

Zl X Z() X é y 4

>< >< | >< |:| >< 3 : msk := (ko, Zo, A) 3: return csk := (ko, Z1)
ShCPRF,Eval(msk,x7 a); ShCPRFCEvaI(csk, X)Z
1 : parse msk = (ko, Zo, A) 1 : parse csk := (ko, Z1)
J/

2: Zop & R™X 2: Zy < Zo— Az

2:k+ko+Zox—A -« 2: k< ko+7Zix

3: return Fx(x) 3: return Fy(x)

B Sender can enumerate over o € Zg and computes [“LiStOT" H(Zox) = LMQ[VU
Z]_ X A (@ :
><|:|—|__><D H(Zl-X—I—A-Ot){LO(H(Zl'X—'_A'{O’l’z}))

L = (H(Z -x+ A - {3,4,5})]
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Shiftable CPRF and ListOT ac!l!

. S u p pose We u Se BI PSW ShCPREF for Inner-Product Predicates
Public Parameters. Security parameter A, finite ring R of order ¢, integers m such that m > A, vector
B fZ X) = X, Z m Od 6 2 length n > 1, and an RKA-secure PRF family F: R™ x R" — Y for affine key-derivation functions.
ShCPRF.KeyGen(1*): ShCPRF.Constrain(msk, z):

1: ko &ER™, A& R™\ {0} 1 : parse msk = (ko, Zo, A)
2: Zo & R™X" 2: Zy + Zo— Az’

Zl X Z() X é ZT

>< >< | >< |:| >< 3 : msk := (ko, Zo, A) 3: return csk := (ko, Z1)
ShCPRF,Eval(msk,x7 a); ShCPRFCEvaI(csk, X)Z
1 : parse msk = (ko, Zo, A) 1: parse csk := (ko, Z1)
22k(—k0+ZOX—A'OC 2:k<_k0‘|'zlx
J/

3: return Fx(x) 3: return Fy(x)

B Sender can enumerate over o € Zg and computes [“LiStOT" H(Zox) = LMQ[VU
Zl X A (87 '
><|:|—|__><D H(Zl-X—I—A-Ot){LO(H(Zl'X—'_A'{O’l’z}))

L = (H(Z -x+ A - {3,4,5})]

? 2
[ | Receiver - +H x— Sender

csk = (Zo,2")

[(b’ v,Y) y = Ly|v] (Lo, L1)}
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How to use ListOT

B Suppose Receiver wants to get m, from (mg, my)

Q, o @ (mo’ml)

Receiver Li StOT Sender

(v € Zg, b € {0,1},y € {0,1}*) Lo[0], Lo[1], Lo[2] € {0, 1}*
L1[3], L1[4], L1[5] € {0, 1}

(&%)
|

ocdb

>

Lo = Lo[{0,1,2}] & m;

[, =L1[{3,4,5}] @ mi_s
-

Recover m, = Lp[v] @ L,[v] = Lp[v] @ Lp[v] ® Mmsgp = me

12

ac'l"
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Public Key Setup Gon(1 sk =

1: Sés'“asgn‘&x
. 2: skg 1= (A, 85, ...,50)
B PKS =1-round of PK exchanging D s
. J:eg,... €0 X
B Local rounding to remove error 4+ foreach i € [m] :

o

pk := A; - ao + spa1 + €
6: ko & R™

 return (pk = (ko, (pkis)i<rm), sks)

B Requires super-polynomial
modulus-to-noise ratio

|

KeyDer(S, sks, pky):

1 : parse skg = (A, sp, . ..,s0")
B Correctness 2 : foreach i € [m] :
| | 30z (Phas (Airsh) )
<PkR: (Ai:55)> - (Pk.ZS' ' 31) _ i i n
= A2+ A -ags1 + A - er + sparst + spey — A - agsy — spars1 — €ps 4: parse z € P asZg € Z,

. ) _ i ~i n
=A;-z+A; e1+spe; —epsy = A; - 2. 5: round zg = [Z()J € Zy
X . .

o

noise

6: esk = (ko, Zo = (Zé)ggm)
7: return Kg := (A, esk)

Lemma 3 (Rounding of noisy secret shares). Let (t,q) be two integers such that t divides q. Fiz
any z € Z, and let (zp,21) be any two random elements of Z, subject to zo + z1 = (g/t) - z+ e mod g,
where e is such that q/(t - |e|) > C. Then with probability at least 1 — (le| + 1) -t/q > 1 — C, it holds
that |zo], + |21]; = z mod t and the probability is over the random choice of (zy,21) € Zy X Z,.

B Security: Only semi-honest security is proved

13

Gen(1*, R, Cy):

1:

2
3

6:

|

parse z € R" from C;
Cs & X

3 skgr := (z,51)

. let z € P have coeffs. % - (z]]0"™)

N + R
P €€ X
pky 1= (z + s1a0 + e1, s1a1 + €})

: return (pky, skg)

KeyDer(R, skr, pkg):

Lr .
[

. parse skr = (z,51), pkg = (ko, (pks)i<m)
: foreach i € [m] :

zi" +— pkg . 81

parse z! as Z} € Zy,

round z) = [EEJ €7y
t

5+ csk := (ko, Z1 = (z})i<m)

return Ky := (csk, z)
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Experiments ac'ln

B The authors tested the Extension process (without base OT)

|pksender‘ |pkreceiver| OT/S OT!S OT/S BitS/OT
(M1 Pro) (c5.metal) (t2.small)

[KNP 2,592,000 34,174,000 12,264,000 128
SoftSpoken (k = 2) 2,732,000 52,676,000 33,121,000 64
SoftSpoken (k = 4) 1,636,000 44,443,000 27,504,000 32
SoftSpoken (k = 8) 249,000 9,500,000 5,891,000 16
SoftSpoken (k = 16) 2,000 76,000 49,000 8
RRT 1,230,000 6,856,000 2,492,000 3
OSY 50kB 1kB 0.6 0.5 0.3 3
BCMPR (BIPSW IPM-wPRF)  63kB 72kB 65,000 52,000 29,000 3
BCMPR (GAR IPM-wPRF) 33kB 38kB 45,000 35,000 20,000 3
QuietOT (BIPSW IPM-wPRF) 5.4MB 84kB 1,115,000 567,000 304,000 7
with AVX512 support N/A 1,265,000 N/A 7

QuietOT (GAR IPM-wPRF) 5.6MB 88kB 781,000 255,000 169,000 33

Table 2: OT's per second on a single core generated by the sender. Note that libOTe is not optimized for M1
since the AVX instructions are not available on M1 processors, hence we report these numbers in gray. The
GAR TPM-wPRF cannot benefit from AVX due to limited bit-slicing opportunities. Setup costs are excluded.
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Any Questions? ac!li

m Offers a new directions to PCG/PCF research v/
B Both BCMPR24 and this work are not technically amazing X
B CPRF + IPM-wWPRF + ELF ~ DV-NIZK [PsV06]

B The Public Key Setup is very similar to HSS, we could try to achieve malicious security
® The Input space in the BIPSW-varient of QuietOT is {0, 1}" rather than Z}
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