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Introduction

KeyGen
kA kB

Eval(kA)
yA1 yB1

KeyGen
kA kB

Correlation Examples

Eval(kB, 1)

yA1 yB1

Eval(kA, 1)

yA1 = yB1
yA1 = (w1,∆), yB1 = (u1, v1), s.t. w1 = v1 + u1 ·∆
yA1 + yB1 = (a, b, a · b)
yA1 + yB1 = (a, b, a · b, a∆, b∆, ab∆)

Eval(kB)

Motivation of This Line of Work
Silent generation/PCG of Beaver triples over F2

Application 1: Silent GMW Preprocessing
Application 2: GC-PCG
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Backgrounds on MPC/2PC
Oblivious Transfer from Correlated OT
Correlation Resistant hash to get random OT
Receiver sends diff. to get OT

COT-PCG
(c1 , c1∆ + v1)

(cn , cn∆ + vn)
...

v1

vn
...

∆
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Backgrounds on MPC/2PC
Oblivious Transfer from Correlated OT
Correlation Resistant hash to get random OT
Receiver sends diff. to get OT

COT-PCG
(c1 , c1∆ + v1)

(cn , cn∆ + vn)
...

v1

vn
...

∆

m1
c1
← H(c1∆ + v1) m1

0 ← H(v1)

m1
1 ← H(∆ + v1)

Chosen input: x ∈ {0, 1} ‹ = x⊕ c

C0 = Enc(m‹ , y0)
C1 = Enc(m

‹̄
, y1)Get yx = Dec(mc , Cx)
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Backgrounds on MPC/2PC
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Beaver Triple
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s.t. (aA + aB) · (bA + bB) = (cA + cB)
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Backgrounds on MPC/2PC
Oblivious Transfer from Correlated OT
Correlation Resistant hash to get random OT
Receiver sends diff. to get OT

COT-PCG
(c1 , c1∆ + v1)
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v1

vn
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Beaver Triple
BT-PCG

(aA , bA , cA) (aB , bB , cB)
s.t. (aA + aB) · (bA + bB) = (cA + cB)

∧
x y

z

Alice has x ∈ {0, 1} and samples xA , xB s.t. xA ⊕ xB = x, sends xB to Bob
Bob has y ∈ {0, 1} and samples yA , yB s.t. yA ⊕ yB = y, sends yB to Alice
Parties open e = x⊕ a, f = y ⊕ b

x · y = (x⊕ a| {z }
e

⊕a) · (y ⊕ b| {z }
f

⊕b) = ef ⊕ eb⊕ af ⊕ ab|{z}
c
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Backgrounds on MPC/2PC
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Active security with SPDZ-style authentication ABT-PCG
(aA , bA , cA) (aB , bB , cB)

(∆A ,M[aA ],M[bA ],M[cA ]) (∆B ,M[aB ],M[bB ],M[cB ])

s.t. (aA + aB) · (bA + bB) = (cA + cB)

(uA + uB) · (∆A + ∆B) = M[uA ] + M[uB ] over F
2–
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Active security with SPDZ-style authentication ABT-PCG
(aA , bA , cA) (aB , bB , cB)

(∆A ,M[aA ],M[bA ],M[cA ]) (∆B ,M[aB ],M[bB ],M[cB ])

s.t. (aA + aB) · (bA + bB) = (cA + cB)

(uA + uB) · (∆A + ∆B) = M[uA ] + M[uB ] over F
2–

IT-MAC has additive-homomorphism
open = reveal + check
reveal(x) = send xA, xB
check(x) = checkM[xA] + M[xB] = (xA + xB)(∆A +∆B)
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Paradigm for PCG
Paradigm for COT/sVOLE PCG

Generate sparse correlations
Compress with linear map (LPN)

Alice: zA, y
Bob: zB,∆

Correlation: zA + zB = y ·∆

H ×
e1

e2

e3

e4

=y

FSS for DPF/RDPF
Input: [¸], [˛]
Output: (kA, kB)

Correlation: Eval(kA, x) + Eval(kB, x) =

(
˛ x = ¸

0 o.w.
SPFSS: Sum of single Point FSS (also called Multi-Point FSS)

For a t-sparse noise, generate t-pairs of DPF FSS keys
Full domain evaluation gives us e or e ·∆
FullEval(kA) + FullEval(kB)= e ·∆→ Left multiply by H gives us the desired correlation.
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More Details on DPF FSS, ¸ = 010,˛ = ∆
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Goal: = share of $$$, = share of 0–
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Half-Tree, ¸ = 010,˛ = ∆, LSB(∆) = 1
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Motivations
Key problem with “Quadratic” correlation

Quadratic computation blow-up
Consider 106 → 1012

Alice: zA, yA, xA

Bob: zB, yB, xB

zA + zB = (xA + xB) · (yA + yB)
Consider xA[i] · yB[j] =

˙
H[i], eA

¸
·
˙
H[j], eB

¸
Let H ∈ FN×cN

p , |e| = t.

H[i] ×

H[j]

eB

eA

× ×

cN length

For regular LPN over Fp , H← FN×cN
p , expected O(c2N2) work
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Previous Solutions
BCGIKS20

Ring-LPN: Replace ⟨H, e⟩ with ⟨a(X), e(X)⟩ for a(X), e(X) ∈ (Fq[X]=(f(X)))c
Now evaluating cross-term requires O(c2N logN) = Õ(N) work (with FFT)
The resulting polynomial

˙
a⊗ a, eA ⊗ eB

¸
is isomorphic to FN

q
CRT requires q > N

BCGIKRS22
EA-LPN Replace ⟨H, e⟩ with ⟨E · A, e⟩ for c-sparse E, upper-triangular A
Now evaluating cross-term requires O(c2t2N) work
Requires further cryptanalysis

BCGIKS20 (FOCS’20)
VD-LPN

BCCD23
QA-SD Replace univariate polynomial in Ring-LPN with multivariate polynomial
Generate Beaver triples over Fq for q ≥ 3

BBCCDS24
QA-SD over F4 implies Beaver triples over F2.
FFT optimizations and implementation
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Distributed Setup of PCG
Ds17

Distributed setup of DPF keys with black-box 2PC

ZGYZYW24
Half-tree DPF KeyGen from BDOZ-authenticated inputs and SPDZ-authenticated-payload

Ultimate Goal
End-to-end 2PC with malicious security
1. Correct LPN variant
2. Matching ΠFSS.KeyGen with malicious security
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Problem with BCGIKS20 (Ring-LPN)
BCGIKS20

Ring-LPN: Replace ⟨H, e⟩ with ⟨a(X), e(X)⟩ for a(X), e(X) ∈ (Fq[X]=(f(X)))c
Now evaluating cross-term requires O(c2N logN) = Õ(N) work (with FFT)
The resulting polynomial

˙
a⊗ a, eA ⊗ eB

¸
is isomorphic to FN

q
CRT requires q > N

Our Goal: Beaver Triple over F2

Ring-LPN solution requires setting q = 2ȷ, incurring a ȷ-time blow-up

Beaver triple in GMW: Suppose we have JxK, JyK and we want to compute Jx · yK
Beaver triple: (JaK, JbK, Ja · bK)
Jx · yK = J(x⊕ a⊕ a) · (y ⊕ b⊕ b)K = J(x⊕ a)(y ⊕ b)K⊕ J(x⊕ a)bK⊕ Ja(y ⊕ b)K⊕ JabK



Brilliant Cryptographers · Actively Secure DPF KeyGen for QA-SD13

Quasi-Abelian Syndrome Decoding

Fq[G]
def
=
nP

g∈G agg | ag ∈ Fq

o
G = {1G}: Fq[G] = Fq
G = Z=nZ : Fq[G] = Fq[X]=(Xn − 1)

(Search) QA-SD problem. GivenH = (1 | a) a parity check matrix of a random systematic quasi-
abelian code, a target weight t ∈ N and a syndrome s ∈ Fq[G], the goal is to recover an error
e = (e1 | e2) with ei ← Dt (Fq[G]) such thatHeT = s, i.e. e1 + a · e2 = s.

Multiplication by convolution“P
g∈G agg

”“P
g∈G bgg

”
def
=
P

g∈G
`P

h∈G ahbh−1g
´
g
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Quasi-Abelian Syndrome Decoding in PCG
Recall our goal: zA + zB = (xA + xB) · (yA + yB)

Let xA = ⟨a, e0⟩, yB = ⟨a, e1⟩ c-length vector inner product over Fq[G]
Let xAyB = ⟨a⊗ a, e0 ⊗ e1⟩
FullEval(xAyB)[i] = xA[i] · yB[i] over Fq

Multiplication by convolution“P
i∈[t] agigi

”“P
j∈[t] bhjhj

”
=
P

i,j∈[t] agibhj(gi ◦ hj)
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Quasi-Abelian Syndrome Decoding in PCG
Recall our goal: zA + zB = (xA + xB) · (yA + yB)

Let xA = ⟨a, e0⟩, yB = ⟨a, e1⟩ c-length vector inner product over Fq[G]
Let xAyB = ⟨a⊗ a, e0 ⊗ e1⟩
FullEval(xAyB)[i] = xA[i] · yB[i] over Fq

Multiplication by convolution“P
i∈[t] agigi

”“P
j∈[t] bhjhj

”
=
P

i,j∈[t] agibhj(gi ◦ hj)

Use c2t2 DPF FSS to share e0 ⊗ e1
Locally evaluate the additive share of e0 ⊗ e1 and convert them into shares over Fq[G]
Perform Fq[G] inner product
Perform FullEval to get final output
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Choice of G
The most interesting case is Fq = F2

However, when q = 2, G = {1G} ⊗ ...⊗ {1G} has order 1
FOLEAGE sets q = 4, G = (Z=3Z)n
Fq[G] ∼= Fq[X1, ..., Xn]=(X31 − 1, ..., X3n − 1) ∼= F3n

q

Why F4:

a · b = a(0)b(0) + a(1)b(1) + „ · (a(0)b(1) + a(1)b(0) + a(1)b(1))
→ (ab)(0) = a(0)b(0) + a(1)b(1)

Let
`
JaK4, JbK4, JabK4

´
be a Beaver triple over F4. Writing x = x(0) + „ · x(1) for any x ∈ F4,

with „ a root of the polynomial X2 + X + 1 (hence „2 = „ + 1 ), we have

2-Party Case: Let (a, b, JabK4) be an OLE triple

(a · b)(0) = JabK4A(0) + JabK4B(0) = a(0)b(0) + a(1)b(1),

a(0)a(1) + JabK4A(0)| {z }
known by A

+ b(0)b(1) + JabK4B(0)| {z }
known by B

= (a(0) + b(1))| {z }
shared by A,B

· (a(1) + b(0))| {z }
shared by A,B

.
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Optimized Distributed KeyGen
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Other Optimizations of FOLEAGE
Using a single multi-evaluation step

Alice | Bob evaluates fA|B =
˙
a⊗ a, (e0 ⊗ e1)A|B

¸
, x[g] · y[g] = fA(g) + fB(g) for g ∈ G

Instead of FFT→ IFFT→ FFT, we can keep FFT(a⊗ a) as pp and perform only one FFT
FFT Optimization

Recall that order |G| = 3n

Full-evaluation is traversing on a tenary tree
Use classic divide-and-conquer algorithm to achieve O(n3n) complexity

P (X1, ... , Xn) = P0 (X1, ... , Xn−1) + XnP1 (X1, ... , Xn−1) + X2nP2 (X1, ... , Xn−1)

work(n) = 3 · work(n− 1) + 2 · 3n
work(n) = 2 · n · 3n

Additional FFT Optimization
Recall that there are c2 polynomials in e0 ⊗ e1
We can pack 32 monomial evaluation in a 64-bit machine word
Polynomial evaluation is XOR of monomial evaluations→ 32-times optimization
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Optimization with Early Termination
General Idea

For FSS with small output domain, we can pack the truth table of a sub-tree in an internal
node.

Problem
Since the index is tenary, we can only pack 3⌈log3(64)⌉ leaves
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Converting Half-Tree Techniques to Tenary Trees
Currently the 1-out-of-3 OT seems hard to instantiate using the half-tree technique
The main difficulty, in my opinion, is how to express CWi as a linear function on index ¸i
and its authentication
In Half-tree, CWi = H(s0i−1)⊕ H(s1i−1)⊕ (1⊕ ¸i) ·∆

In FOLEAGE, CWi = (G0(s0i−1)⊕ G0(s1i−1)⊕ I(¸i = 0)·r∥
G1(s0i−1)⊕ G1(s1i−1)⊕ I(¸i = 1)·r∥
G2(s0i−1)⊕ G2(s1i−1)⊕ I(¸i = 2)·r)

Minor Details
Index authentication over F3

Tenary Half Tree
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Distributed KeyGen for Half-Tree
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Distributed KeyGen for Half-Tree (Continued)



Brilliant Cryptographers · Actively Secure DPF KeyGen for QA-SD24

Some Confusing Points
What’s the cost of broadcast

P2, ..., Pn sends shares to P1, who sends back reconstructed value
Total comm. is 2(n− 1) bits, amortized comm.≈ 2 bits

What’s the cost of GMW online
With star-sharing, 1 broadcast suffices
With additive sharing, we need 2 broadcasts
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Garbling Pseudorandom Correlation Function
Using FSS for decision tree, we can support degree-2, 3, ... polynomials
Recall that with EA-LPN, we have yi = hTi · e, yj = hTj · e
Therefore, yi · yj = (hi ⊗ hj)T · (e⊗ e)
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Garbling Pseudorandom Correlation Function
Using FSS for decision tree, we can support degree-2, 3, ... polynomials
Recall that with EA-LPN, we have yi = hTi · e, yj = hTj · e
Therefore, yi · yj = (hi ⊗ hj)T · (e⊗ e) c-sparse t-sparse

c2 -sparse t2 -sparse

With FSS for decision trees, we can support constant degree polynomial evaluation over
the y coordinates.

i1 i2 i3 i4yi =

yj =

×

j1 j2 j3 j4 ×

yi · yj =

¸1

¸2

¸3

¸4

i1 i2 i3 i4 × ×
j2

j3

j4

j1
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Garbling Pseudorandom Correlation Function
Using FSS for decision tree, we can support degree-2, 3, ... polynomials
Recall that with EA-LPN, we have yi = hTi · e, yj = hTj · e
Therefore, yi · yj = (hi ⊗ hj)T · (e⊗ e) c-sparse t-sparse

c2 -sparse t2 -sparse

With FSS for decision trees, we can support constant degree polynomial evaluation over
the y coordinates.

i1 i2 i3 i4yi =

yj =

×

j1 j2 j3 j4 ×

yi · yj =

¸1

¸2

¸3

¸4

i1 i2 i3 i4 × ×
j2

j3

j4

j1

yi · yj = sh1,1 =

(
1 i1 ≥ ¸1 ∧ j1 ≥ ¸1
0 otherwise

sh1,2 =

(
1 i1 ≥ ¸1 ∧ j2 < ¸2
0 otherwise

sh1,3 =

(
1 i1 ≥ ¸1 ∧ j3 ≥ ¸3
0 otherwise

sh1,4 =

(
1 i1 ≥ ¸1 ∧ j4 < ¸4
0 otherwise

+

++

+...
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Garbling Pseudorandom Correlation Function
Using FSS for decision tree, we can support degree-2, 3, ... polynomials
Recall that with EA-LPN, we have yi = hTi · e, yj = hTj · e
Therefore, yi · yj = (hi ⊗ hj)T · (e⊗ e) c-sparse t-sparse

c2 -sparse t2 -sparse

With FSS for decision trees, we can support constant degree polynomial evaluation over
the y coordinates.

i1 i2 i3 i4yi =

yj =

×

j1 j2 j3 j4 ×

yi · yj =

¸1

¸2

¸3

¸4

i1 i2 i3 i4 × ×
j2

j3

j4

j1

yi · yj = sh1,1 =

(
1 i1 ≥ ¸1 ∧ j1 ≥ ¸1
0 otherwise

sh1,2 =

(
1 i1 ≥ ¸1 ∧ j2 < ¸2
0 otherwise

sh1,3 =

(
1 i1 ≥ ¸1 ∧ j3 ≥ ¸3
0 otherwise

sh1,4 =

(
1 i1 ≥ ¸1 ∧ j4 < ¸4
0 otherwise

+

++

+...

FSS for (2,3,...)-dim rectangles



Brilliant Cryptographers · Actively Secure DPF KeyGen for QA-SD26

Half-Tree, ¸ = 010,˛ = 110, LSB(∆) = 1

sA"

sA0

sA00

sA000 sA001

sA01

sA010 sA011

sA1

sA10

sA100 sA101

sA11

sA110 sA111

˛

˛

˛

˛

∆ = sA" ⊕ sB" , assume wlog. LSB(∆) = 1

Note: = share of∆, = share of 0–

f≥,≥
¸,˛ (x, y) =

(
1 x ≥ ¸ ∧ y ≥ ˛
0 ow

v0 = ∆

v1 = 0

v2 = ∆

If starting node sA = sB then output share is always 0
Nodes on the same level can re-use the same pp.


