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Introduction

ac'l"

B Authenticated Garbling with simple correlations: (s)VOLE, OLE, MT

® Goal: Malicious 2PC for Boolean circuits
B Techniques: PCG, LPZK, Compression, CDS
B Improvements (semi-honest as a baseline)

Protocol Correlated randomness |Cost in garbled circuits
Dep. + online|Total
WRK [20] OT 2.5 11.0
KRRW [14] v1 OoT 1.5 7.75
KRRW [14] v2 OT 1 9.7
KRRW [14] with VOLE JVoLE 1 2.5
KRRW [14] with SPDZ MT 1 7
KRRW [14] with SPDZ and certified VOLE |MT-FyoLe — FsubVOLE 1 2.9
Ours, vl
(KRRW with Fpavt compiler to Fe(.)) Foamt — Faunvore — FvoL |1 18l
Ours, v2 FovoLE — FsubvoLE — FvoLe |1.47 2.25
NISC in the single-execution setting
Ours, v3 FoLE 7.47 7.47
AMPRI14 [1] CRS 40 40

Hongrui Cui

- Auth-GC-with-VOLE




Main Contrinbutions In Details ac!l!
F-models Online / Dep. Total Comp.
RO, DAMT, | O(|Z| +10])) | Cc+4p+2)n | O(kn)
VOLE, sVOLE / (26 +2)n
RO, VOLE, sV- | O(k(|Z| + |O])) | (5p+1)n+ (26+ | O(kn)
OLE, bVOLE / (26 + 3p)n 3p)n
RO, OLE O(k(|Z] + |O])) | (166 + 3p)n + | O(kn)
/ (26 + 3p)n o(1)
?ﬁlﬁsﬁg\fl with Foawr compiler to Fyeq)|” 2AMT ~ FaubvoLe = Fote )1 t-sl
Ours, v2 FbvoLe — FsubvoLE — FvoLe|1.47 2.25
NISC in the single-execution setting
Ours, v3 FOLE 7.47 7.47
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Preliminaries

acllll

® (subfield) Vector Oblivious Linear Evaluation

Py

Pp

a € Fop (MAC key) —»

(s)VOLE

i € FY (subfield)

—
r e [y,

» M|r] € F3,

K[r] e F3, <—

Constraint: M[r]=K|rl+a -7
B (subfield) Block Vector Oblivious Linear Evaluation

Pa

Pgp

A1, ..., @ € [Fop —»

Kl[”l?], cens Kk[ﬂ ~ Fg’p <+

(s)bVOLE

€ FZ (subfield)

-— o
r e Fy,

e Ml Mef7] € B,

Constraint: Ml[ﬂ — Kl[f] —+ Q1 - 77, ey Mk[f] — Kk[f] + o 7

Hongrui Cui - Auth-GC-with-VOLE



Preliminaries (Continued) aclln

® Oblivious Linear Evaluations

Pa Pp
o€ Fogp —» «— b c [y
OLE
cqa € Fop 4—— —» cp € [y

Constraint: ¢4 +cg =a-b
B Double Authenticated Multiplication Triples

PA PB
8 E]FQP /6 EFQ[)
TA1,YA 1,241 € Y X 2p1 € F?
1,YA1, ) _ %P <! DAMT — B,1,YB,1,<B,1 - %}0
TA2,YA2,2A,2 € gy rB2,YB2,2B2 € '),
2 .
TA3,YA3,%4,3 € g TB.3,YB,3,2B,3 € '3,

Constraint: (ZBA,l e $B,1) ' (:‘/A,l 1 yB,l) — (ZA,l e ZB,I)
aa2+ape=ao-(aa1+api) aas+aps=0-(aa1+ap1)
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Preliminaries (Continued)

B State of the art for random VOLE: Wolverine (LPN)
B VOLE sender can prove low degree relation on inputs

Pa Pg
a € Fop (MAC key) » Random 7 € F3
M[7"] € FT, - sVOLE » K|7"| € FZ,
Output: < o=r—1 Output:
KIr] = K[| =6 -« sVOLE b, d

W Pp prove deg-d poly on 7 using O(( n + pd )logp) bits
~  ~
input proof

m State of the art for OLE: BCG+20 (Ring-LPN)
®m Can realize DAMT over Fys, not over [Fo

acllll
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Starting Point: KRRW18 (Previous state of the art) ac!le
B Boolean circuit C: input Z4 UZp, intermediate gates G, output O

Bom=#Mult, n = |Z| +m
B Preprocessing + Online

Pa

Pp

AA - ]FQH: —
si, M[s;], Klr;] for i € [n]
Sk, M[§k], K[fk] for k € [m]

———» § € o
r;, M[r;], Kls;| for i € [n]

Tk, M[fk], K[§k] for k € [m]

m Wire mask \; = (s; + 14)
?

® Constraintl: V ]— A

®m Constraint2: M[s] = KJ3] -

B Constraint3: M[r] = K[r] +
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Starting Point: KRRW18 (Online) ac!li
Ay € Fox ﬁ c Fop

s;, M[s;], K|r;] for i € |n] r;, M|r;], K[s;] for ¢ € [n]

S, M[§k], K[fk] for k € [m] Tk, M[fk], K[§k] for k € [m]

P4 samples L; o < Fox for ¢ € [n] and sets L; 1 = L; 0+ A4

1 k GO:H(L@,O)‘|‘H(Lz,1)‘|‘§]AA‘|‘K[TJl

J| N [ Aj'AAtM[Tj]

Gl — H(Lj,()) -+ H(Lj)l) —+ S; ° AA -+ K[T‘z] -+ L@O

ANi-Aa+L; o—M[r;]
Lio=H(L;o)+ H(L;jo)+ (sx + 5k) - Aa + Klre] + K|7g]

\ _J/

()\i->\j—|—>\k)-AA—M[Tk]—M[fk]
Isb(Lko) (Constraint: Isb(A) =1)
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Starting Point: KRRW18 (Online) ac!li
Evaluate (GC):

Ly, =H(L; )+ H(Lj.,) + 2z - (Go + M[r;])
+ z; - (G1 + M[r;| + L; »,) + M|rg] + M|7]
=H(L; o)+ H(Ljo)+ (2:A; + 2iAi + 2525) - Aa + M|rg] + M|7]
=Lio+ ((zi + M) (25 + X))+ A)Aa = Ly 2,

2l :|Sb(Lk7zk) —+ |Sb(Lk70)
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Starting Point: KRRW18 (Online) ac!li

® Evaluate (AuthGC)

(

m For each T A k| checks (z; + X)) - (2 + ;) = (2r + M)

B Pp sends all z,, to Py

ZiZj—|-ZZ'(Sj +Tj)+2j(8i+Ti)+(§k+fk) — Bk — (Sk‘|‘Tk) =0
2iZj + 2T + 27 + Tk + 2, + 1 = 285 + 2j8; + Sk + Sk

N N

CB CA
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Starting Point: KRRW18 (Online) ac!li

® Evaluate (AuthGC)
1
m For each T A k| checks (z; + X)) - (2 + ;) = (2r + M)

B Pp sends all z,, to Py

ZiZj—|-ZZ'(Sj +Tj)+2j(8i+Ti)+(§k+fk) — Bk — (Sk—|-7“k) =0
2iZj + 2T + 27 + Tk + 2, + 1 = 285 + 2j8; + Sk + Sk

N N

CB CA

B P4 sends h = H(...,ziM|s;| + z;M|s;| + M[5;| + M[sk], ...)
B Pp checks h = H(..., z;K[s;] + z;K[s;] + K|[5k] + Kl|sk] —ca - 5, ...)
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Starting Point: KRRW18 (Online) ac!li

® Evaluate (AuthGC)
1
m For each T A k| checks (z; + X)) - (2 + ;) = (2r + M)

B Pp sends all z,, to Py

ZiZj—|-ZZ'(Sj +Tj)+2j(8i+Ti)+(§k+fk) — Bk — (Sk—|-7“k) =0
2iZj + 2T + 27 + Tk + 2, + 1 = 285 + 2j8; + Sk + Sk

N N

CB CA

B P4 sends h = H(...,ziM|s;| + z;M|s;| + M[5;| + M[sk], ...)
B Pp checks h = H(..., z;K[s;] + z;K[s;] + K|[5k] + Kl|sk] —ca - 5, ...)

B Theorem 4 [KRRW]: Any boolean circuit C can be evaluated in the
F&:rP_hybrid model using O((2x + 2)n) bits and 4 passes

pre
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1st Construction

Lemma 3

FDAMT

Beaver-like

PAnd,p,p
Fpre

Lemma 2

LPZK-like

> FPAI’]CI,K,,,O

acllll
Lemma 1
C? )
Beaver-like "tpreﬁ g
Theorem 4¢

Fc
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1st Construction aclll'

Lemma 3 PAnd Lemma 2 PAnd. k.o |Lemma 1l C
— 050 . o, P —P NN
Beaver-like fpre LPZK-like ]:Pre Beaver-like "tpre

Theorem 4¢
B Lemma 3: Fpapmt — FrAand.p.0 with 4p bits per AND gate. T

pre

FDAMT
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1st Construction aclll'

Lemma 1
Lemma 3 FPAnd,p’p Lemma 2> FPAHCI,K,,,O g Fcaﬁap

JT"DAI\/IT Beaver—IiEe? pre | PZK-like pre Beaver-like pre
Theorem 4¢
B Lemma 3: FpamT — F;Ae“d’p’p with 4p bits per AND gate. T
PA PB
LA YA Ly RA YL —— FoaMT ——» LB ¢, YB 0y <B4
Q< ng 5 - FQP
si, Mlsi|,Klr;] *+— £ 56 > 7, M[r;], K[s;]
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' [
1st Construction ac'l
Lemma 3 PAnd,p, Lemma 2 PAnd,x,p Lemma 1 C,k,p
JT"DAMT Beaver-like Fpre i |_PZK_|ike> ‘Fpre Beaver-like ‘Fpre
Theorem 4¢
B Lemma 3: FpamT — F;Ae“d’p’p with 4p bits per AND gate. T
PA PB
TAL,YA L, RA L —— Foamt LB,tyYB,ly <B4
Q< ng 5 - FQP

Si, M[Si], K[Tz] 44— -FSVOLE — T, M[Ti], K[SZ]

Open(zp1 — i, yB1 —75)
Open(z a1 — Si, A1 —’Sj)
Sk + Tk = (8 +15) - (85 +15)
=ef +e(ya1+yp1)+ f(xar +xp1)+ 241+ 2B
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1st Construction

B M[7g], M[5;], K[7k], K[Sk] can also be linearly computed.
B Final step is to reduce ak,ék to [y
S+ T € {0, 1}
|Sb(§k) + S = |Sb(fk) + 7'

ac'l"
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12 -

1st Construction

B M[7g], M[5;], K[7k], K[Sk] can also be linearly computed.
B Final step is to reduce ak,i)k to [y
S+ T € {0, 1}
|Sb(§k) + S = |Sb(fk) + 7'

Klsk] = M[Sg] + S -

+1sb(5x)) - B = M[S1] + (8K + Isb(8k) + Isb(5x)) - B
| + (75 + Isb(7g)) - B = M[8] + Isb(Sk) - 5

Kl5k] + (5%
K|35

ac'l"
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1st Construction aclll'

B Lemma 2: FAep oy FPANR.0 \with 2 bits per AND gate.

pre pre

Mac Key o AW
Wire Mask  Mr| =r-a+ Kr] M|
Deg-2 Mask M|7] =7 -a+ K[r] M| =
Then use LPZK-like technique to check b =b'.b =¥/

B Lemma 1: FAsp sy FORP \with 4 bits per gate.

pre pre

B Generate M[r] = A4 - 7+ K[r], M[s] = 5 - §+ K]35] using sVOLE

/ / / /
® Open(r; — 1}, 7; — 1%, s; — s}, s; — 5")

13 Hongrui Cui - Auth-GC-with-VOLE



14 -

2nd Construction: block VOLE and compressed randomness ac!l

B High-level idea: generate triples by reusing input of VOLE and hiding
z-values using non-interactive authentication/mac opening

FbVOLE

Lemma 5

Input reuse

C,p,p
Fep

Lemma 1*
>

LPZK

C,K,p
Fep

Lemma 4

Compression

Fc
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2nd Construction: block VOLE and compressed randomness ac!l

B High-level idea: generate triples by reusing input of VOLE and hiding
z-values using non-interactive authentication/mac opening

Lemma 5 O Lemma 1%* C Lemma 4
P 0P . Y —P>
/bVOLE Input reuse ]:CP | PZK ]:CP Compression Jc

B Lemma 5: From bVOLE to FCC;’WO: bp + 2 + o(1) bits per gate

Py Pp
Mac Key: o € IFar »Mac Key: 5 € IFap
si, M[s;], K[ri] fori € T F&opp ri, M[ri], K[s;] for i € T
si, Mls;], K[r:] for i € [m ri, Mrt], Kls;| for i € [m)]

Sk, M[§k], K[fk] for k € [mL Tk, M[fk], K[§k] for k € [m]
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2nd Construction: block VOLE and compressed randomness ac!l

B High-level idea: generate triples by reusing input of VOLE and hiding
z-values using non-interactive authentication/mac opening

Lemma 5 O Lemma 1%* C Lemma 4
P 0P . Y —P>
/bVOLE Input reuse ]:CP | PZK ]:CP Compression Jc

B Lemma 5: From bVOLE to FCC;’WO: bp + 2 + o(1) bits per gate

Pa Pp
Mac Key: o € IFar »Mac Key: 5 € IFap
si, M[s;], K[ri] fori € T F&opp ri, M[ri], K[s;] for i € T
si, Mls;], K[r?] for i € [m)] ri, Mrt], Kls;| for i € [m)]

Sk, M[§k], K[fk] for k € [mL 0- log(Sn/p) Tk, M[fk], K[ék] for k € [m]

WV =Mg-b,d = Mg-0,w = Mg - 19
® Non-Linear 1: (8 + 8;) = (s; +17i) - (85 + 1)
® Non-Linear 2: M[fk] — K[?gk] + Q- f'k, M[§k] = K[§k] + 5 . §k

14 -3
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2nd Construction: block VOLE and compressed randomness

Py

o, Klr;]
Klx]

K[r'] = My - K[t]

15-1

- —

FsVOLE

Extend (r;7;
< EX (775,

Bt—l-%ﬁ—k%”y)

M|r

Pgp
ri,Mr;],1 € Z
t, Mt]

MH - T
MH . M[t]

l

=
]
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2nd Construction: block VOLE and compressed randomness ac!l

PA PB
a, Klrg) ri,Mlri|,i € Z
K|t ' FsVOLE ' v, M[t]
- o "= Mpg -
KIr'l = Mo - Kle Extend (7“@7“_], f H
7 M B, B+7.7) MUr'l = M - MIt]
3, {sis;}, § — Fosvole (Bt +7,8+7,7)

a-S{a-s;-s;}
a-5,{8k2},

M[Sk] = 5k 8 + K|5k] M|sk2| = 8k.28 + K|sk2] Mlsks] = 5xal + Klsg 3]
Misk 4] = (sis; + sirj +1i5;)8 + Klska] Msks] = (sis5 + sirj +1i85)af + K|sg 5]

— Fuovole — (Bt +7,8+7,7)
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2nd Construction: block VOLE and compressed randomness ac!l

PA PB
a, Klrg) ri,Mlri|,i € Z
K|t ' FsVOLE ' v, M[t]
- o "= Mpg -
KIr'l = Mo - Kle Extend (7“@7“_], f H
7 M B, B+7.7) MUr'l = M - MIt]
3, {sis;}, § — Fosvole (Bt +7,8+7,7)

a-S{a-s;-s;}
a-5,{8k2},
M[Sk] = 5k 8 + K|5k] M|sk2| = 8k.28 + K|sk2] Mlsks] = 5xal + Klsg 3]
Misk 4] = (sis; + sirj +1i5;)8 + Klska] Msks] = (sis5 + sirj +1i85)af + K|sg 5]

mg1 = M8k + sk 4] P = (K[8k +sk.4] +mp1)- 871

. > .
Mg o = M[Sk,z + Sk.3 + 3k,5] M7 = (f[sk,2+3k,3‘|‘5k,5]+
My2) - B~ + Mry ]

15-3 Hongrui Cui - Auth-GC-with-VOLE
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2nd Construction: An Optimization

Py

o, Klr;]
Klx]

K[r'] = My - K[t]

16-1

- —

FsVOLE

- Extend (7"@7“])

acllll
Pgp

ri,Mr;],1 € Z
t, Mt]

MH - T
MH . M[t]

l

=
]

M|r
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2nd Construction: An Optimization ac!n
PA PB
a, Klrg) ri,Mlri|,i € Z
K|t ' FsVOLE ' v, M[t]
] = : Extend (r;r,;) f’ = Mp -t
g,{Sf,;Sj} —> FbVOLE — M[t]vt_l_/}/aﬁ't—l_f%
B+,

a3 > —_— . . . . . o . . >< >< . . >< ><
B Sy +7k = (s +1i) (33 T TJ) = 8iSj t S; ;TS vy AT T

\ .

N N

«§k "gk
B M[3x] + K[8k]) = 81 - B = 888+ 5,758 + 8,18 — 18 — 1,

- - e - e . . . B . . —_— >< —_— ><
B Mlrg| + Klrg] =7 - a=rmrja+ sirja + sjria — s;.a — s5.a
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2nd Construction: block VOLE and compressed randomness ac!l
® Lemma 4: Auth-GC from FS™* with O((2k + 3p)n) communication
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2nd Construction: block VOLE and compressed randomness ac!l
® Lemma 4: Auth-GC from FS™* with O((2k + 3p)n) communication

AA - ]FQFL 5 - FZP
si, M[s;], K|rs], 7 € [n] ri, Mlr;], Kls;], © € [n]
$1, M[85], K[Pi], k € [m)] L, M|7%], K[3;], K € [m)]

P4 samples L; o <~ Fox fori € [n] and sets L; 1 = L; 0+ A4
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2nd Construction: block VOLE and compressed randomness ac!l
® Lemma 4: Auth-GC from FS™* with O((2k + 3p)n) communication

AA - ]Fzm 5 = ]FQP
si, M[s;], K|r;], © € [n] ri, Mri], Kls;], i € |n]
§k7 M[§k], K[fk], k &€ [m] 72]@7 M[f'k]a K[§k]1 k < [m]
P4 samples L; o <~ Fox fori € [n] and sets L; 1 = L; 0+ A4
i GO — H(LZ70) —+ H(Lz71) -+ Sj AA —+ K[Tj]

j— A i Gl :H(Lj,()) - H(Lj,1)+8i °AA —+ K[TZ] _I_Li,O

- Lk,() — H(szo) —+ H(L ) -+ (Sk -+ <§k) A g+ K[Tk] -+ K[fk]
Gro=H'(Lio)+ H'(Ljo) + Mlsk| + M[5]
ch,l = H'(L;, (Li1) + M[SJ]
Gl =H'(Ljo) + H'(Lj1) + M|s]
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2nd Construction: block VOLE and compressed randomness ac!l
® Lemma 4: Auth-GC from FS™* with O((2k + 3p)n) communication

AA - ]F21<c 5 = ]FQP
si, M[s;], K|r;], © € [n] ri, Mri], Kls;], i € |n]
§k7 M[§k], K[fk], k &€ [m] 72]@7 M[f'k]a K[§k]1 k < [m]
P4 samples L; o <~ Fox fori € [n] and sets L; 1 = L; 0+ A4
i GO — H(LZ70) —+ H(LZJ) -+ Sj AA —+ K[Tj]

1 A kG =H(L;0)+H(L;j1)+si-Aa+K[rs] + Lio

T Lio=H(L;o)+ H(Ljo)+ (sx + 5k) - Aa + Klrg] + K|7g]

ko = H'(Lio) H'(Lj0) + M[si] + M[3]
w1 =H'(Lio) + H'(Li 1) + M[s;]
G,,z—H,( Ljo) + H'(Lj1) + M[si]

B 2 = 2iz5 + 2y + ziri + (H' (Liz,) + 20Gyy + H' (L 2,) + 2G5 +
G0t 2iM[r;] + z;M[r;] + M[rg] + M[7]) - B
W Ly, = H(L; )+ 2(Go+Mr]) + H(Lj..) + 2;(G1 + M[r;] + L; 2,)
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18

2nd Construction: block VOLE and compressed randomness ac!l

B Protocol is only one-pass, r; is essentially hidden from Py
B Only attack possibility: Selective-Failure Attack
® It is sufficient to use a (p — 1, L)-independent set as rows of My

Wz = Z;i % g —+ Z;iT —+ 2T —+ (H/(Lz,zz) + Z; ;{’1 T
H'(Lj 2;)+2; Gl o+ G g+ 2 M rj|+2;M[r; [+ M[rg |+
B M[7e]) - B~

6| W™ Lp. = H(L;.)+ z(Go+ Mlr;]) + H(L;.,) +

- zj(G1 + Mlr] + Ly 2,)
B Need to corrupt more than p gates to utilize linear
dependency — Success probability < 277

Hongrui Cui - Auth-GC-with-VOLE
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3rd Construction: NISC in Fge-hybrid model

®m Du

pious “Non-Interactive Secure Computation”

FpOLE

Lemma 6

CDS

P

’ Fc7p7p

re—wbc

Theorem 3

acllll

Attachment
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3rd Construction: NISC in Fge-hybrid model ac!l!

® Dubious “Non-Interactive Secure Computation”

Lemma 6 C,p,p Theorem 3
cos ]:Pre—wbc Attachment e

FpOLE

® Theorem 3: assuming Lemma 6 (NISC FyoLg — Fo2”” ) exists, we can

pre—wbc

attach Lemma 4 (F5™° — Fc) messages to (mp,ma).
PA PB

< B sz,,r7, implicitly set to O
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3rd Construction: NISC in Fge-hybrid model

® Dubious “Non-Interactive Secure Computation”

FpOLE

® Lemma 6: NISC F,o g —

ac'l"

Lemma 6 FCopop Theorem 3
CDS pre—wbc Attachment
C,p,p
‘Fpre—wbc'

Hongrui Cui - Auth-GC-with-VOLE



3rd Construction: NISC in Fge-hybrid model

® Dubious “Non-Interactive Secure Computation”

Lemma 6

CDS

FpOLE

’ Fc7p7p

pre—wbc

® Lemma 6: NISC F,o g — FCopop

pre—wbc"

Primary Input Phase

AA) S, AAS, {Sisj}1

—>

{A4s;5;},8,A48,5;02

prOLE

Theorem 3
Attachment Jc
P+, 4,

T {rrB+9) 8.9

20 -2

acllll
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3rd Construction: NISC in Fge-hybrid model ac!l!

® Dubious “Non-Interactive Secure Computation”

Lemma 6 ]_-C,p,p Theorem 3 q Fe

F
pOLE CDS > pre—wbc Attachment

® Lemma 6: NISC F,o g — FCopop

pre—wbc"

Primary Input Phase

AA) S, AAS, {Sisj}1
{A4s;5;},8,A48,5;02

T+, B+,

— -—
o {ririB 47}, 8,7

Output Secondary Input Phase 77

as input

Generate CDS materials to

FpOLE . .
P ensure Pp input consistency
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