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Introduction

Authenticated Garbling with simple correlations: (s)VOLE, OLE, MT
Goal: Malicious 2PC for Boolean circuits
Techniques: PCG, LPZK, Compression, CDS
Improvements (semi-honest as a baseline)
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Main Contrinbutions In Details

F-models Online / Dep. Total Comp.
RO, DAMT,
VOLE, sVOLE

O(κ(|I| + |O|))
/ (2κ+ 2)n

(2κ+ 4ρ+ 2)n O(κn)

RO, VOLE, sV-
OLE, bVOLE

O(κ(|I| + |O|))
/ (2κ+ 3ρ)n

(5ρ+1)n+ (2κ+
3ρ)n

O(κn)

RO, OLE O(κ(|I| + |O|))
/ (2κ+ 3ρ)n

(16κ + 3ρ)n +
o(1)

O(κn)
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Preliminaries

(subfield) Vector Oblivious Linear Evaluation

PA PB

α ∈ F2ρ (MAC key)
r⃗ ∈ Fn

2 (subfield)
r⃗ ∈ Fn

2ρ

K[r⃗] ∈ Fn
2ρ

M [r⃗] ∈ Fn
2ρ

(s)VOLE

Constraint: M [r⃗] = K[r⃗] + α · r⃗
(subfield) Block Vector Oblivious Linear Evaluation

PA PB

α1, ..., αk ∈ F2ρ

r⃗ ∈ Fn
2 (subfield)

r⃗ ∈ Fn
2ρ

K1[r⃗], ...,Kk[r⃗] ∈ Fn
2ρ

M1[r⃗], ...,Mk[r⃗] ∈ Fn
2ρ

(s)bVOLE

Constraint: M1[r⃗] = K1[r⃗] + α1 · r⃗, ...,Mk[r⃗] = Kk[r⃗] + αk · r⃗
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Preliminaries (Continued)

Oblivious Linear Evaluations
PA PB

α ∈ F2ρ b ∈ F2ρ

cA ∈ F2ρ cB ∈ F2ρ

OLE

Constraint: cA + cB = α · b
Double Authenticated Multiplication Triples

PA PB

β ∈ F2ρ

xB,1, yB,1, zB,1 ∈ Fn
2ρ

xB,2, yB,2, zB,2 ∈ Fn
2ρ

xB,3, yB,3, zB,3 ∈ Fn
2ρ

DAMT

Constraint: (xA,1 + xB,1) · (yA,1 + yB,1) = (zA,1 + zB,1)
aA,2 + aB,2 = α · (aA,1 + aB,1), aA,3 + aB,3 = β · (aA,1 + aB,1)

α ∈ F2ρ

xA,1, yA,1, zA,1 ∈ Fn
2ρ

xA,2, yA,2, zA,2 ∈ Fn
2ρ

xA,3, yA,3, zA,3 ∈ Fn
2ρ
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Preliminaries (Continued)

State of the art for random VOLE: Wolverine (LPN)
VOLE sender can prove low degree relation on inputs

State of the art for OLE: BCG+20 (Ring-LPN)
Can realize DAMT over F2ρ , not over F2

PA PB

α ∈ F2ρ (MAC key) r⃗′ ∈ Fn
2

M[r⃗′] ∈ Fn
2ρ K[r⃗′] ∈ Fn

2ρ

Random
sVOLE

sVOLE

δ⃗ = r⃗ − r⃗′ Output:
b⃗, d⃗

Output:
K[r⃗] = K[r⃗′]− δ⃗ · α

PB prove deg-d poly on r⃗ using O(( n︸︷︷︸
input

+ ρd︸︷︷︸
proof

) log p) bits
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Starting Point: KRRW18 (Previous state of the art)

Boolean circuit C: input IA ∪ IB , intermediate gates G, output O
m = #Mult, n = |I|+m
Preprocessing + Online

PA PB

∆A ∈ F2κ

si,M[si],K[ri] for i ∈ [n]
ŝk,M[ŝk],K[r̂k] for k ∈ [m]

FC,κ,ρ
pre

β ∈ F2ρ

ri,M[ri],K[si] for i ∈ [n]
r̂k,M[r̂k],K[ŝk] for k ∈ [m]

∧
i

Wire mask λi = (si + ri)

j
kConstraint1: ∀ (ŝk + r̂k) = (si + ri) · (sj + rj)

Constraint2: M[s⃗] = K[s⃗] + β · s⃗,M[⃗̂s] = K[⃗ĉ] + β · ⃗̂s (over F2ρ)

Constraint3: M[r⃗] = K[r⃗] + ∆A · r⃗,M[⃗̂r] = K[⃗̂r] + ∆A · ⃗̂r (over F2κ)
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Starting Point: KRRW18 (Online)

G0 = H(Li,0) +H(Li,1) + sj ·∆A + K[rj ]︸ ︷︷ ︸
λj ·∆A−M[rj ]

G1 = H(Lj,0) +H(Lj,1) + si ·∆A + K[ri] + Li,0︸ ︷︷ ︸
λi·∆A+Li,0−M[ri]

Lk,0 = H(Li,0) +H(Lj,0) + (sk + ŝk) ·∆A + K[rk] + K[r̂k]︸ ︷︷ ︸
(λi·λj+λk)·∆A−M[rk]−M[r̂k]

lsb(Lk,0) (Constraint: lsb(∆) = 1)

PA samples Li,0 ← F2κ for i ∈ [n] and sets Li,1 = Li,0 +∆A

∧
i
j

k

∆A ∈ F2κ

si,M[si],K[ri] for i ∈ [n]
ŝk,M[ŝk],K[r̂k] for k ∈ [m]

β ∈ F2ρ

ri,M[ri],K[si] for i ∈ [n]
r̂k,M[r̂k],K[ŝk] for k ∈ [m]



Hongrui Cui · Auth-GC-with-VOLE9

Starting Point: KRRW18 (Online)

Lk,zk =H(Li,zi) +H(Lj,zj ) + zi · (G0 +M[rj ])

+ zj · (G1 +M[ri] + Li,zi) +M[rk] +M[r̂k]

=H(Li,0) +H(Lj,0) + (ziλj + zjλi + zjzi) ·∆A +M[rk] +M[r̂k]

=Lk,0 + ((zi + λi) · (zj + λj) + λk)∆A = Lk,zk

zk =lsb(Lk,zk) + lsb(Lk,0)

Evaluate (GC):
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Starting Point: KRRW18 (Online)

For each , checks (zi + λi) · (zj + λj) = (zk + λk)

zizj + zi(sj + rj) + zj(si + ri) + (ŝk + r̂k)− zk − (sk + rk) = 0
zizj + zirj + zjri + r̂k + zk + rk︸ ︷︷ ︸

cB

= zisj + zjsi + ŝk + sk︸ ︷︷ ︸
cA

PB sends all zw to PA

∧
i
j

k

Evaluate (AuthGC)



Hongrui Cui · Auth-GC-with-VOLE10 - 2

Starting Point: KRRW18 (Online)

For each , checks (zi + λi) · (zj + λj) = (zk + λk)

zizj + zi(sj + rj) + zj(si + ri) + (ŝk + r̂k)− zk − (sk + rk) = 0
zizj + zirj + zjri + r̂k + zk + rk︸ ︷︷ ︸

cB

= zisj + zjsi + ŝk + sk︸ ︷︷ ︸
cA

PB sends all zw to PA

PA sends h = H(..., ziM[sj ] + zjM[si] +M[ŝk] +M[sk], ...)
PB checks h = H(..., ziK[sj ] + zjK[si] + K[ŝk] + K[sk]− cA · β, ...)

∧
i
j

k

Evaluate (AuthGC)
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Starting Point: KRRW18 (Online)

For each , checks (zi + λi) · (zj + λj) = (zk + λk)

zizj + zi(sj + rj) + zj(si + ri) + (ŝk + r̂k)− zk − (sk + rk) = 0
zizj + zirj + zjri + r̂k + zk + rk︸ ︷︷ ︸

cB

= zisj + zjsi + ŝk + sk︸ ︷︷ ︸
cA

PB sends all zw to PA

PA sends h = H(..., ziM[sj ] + zjM[si] +M[ŝk] +M[sk], ...)
PB checks h = H(..., ziK[sj ] + zjK[si] + K[ŝk] + K[sk]− cA · β, ...)

Theorem 4 [KRRW]: Any boolean circuit C can be evaluated in the
FC,κ,ρ

pre -hybrid model using O((2κ+ 2)n) bits and 4 passes

∧
i
j

k

Evaluate (AuthGC)
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1st Construction

FPAnd,κ,ρ
preFPAnd,ρ,ρ

pre FC,κ,ρ
pre

Lemma 2
LPZK-like

Lemma 1
Beaver-like

Lemma 3
Beaver-like

FC

Theorem 4

FDAMT
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1st Construction

FPAnd,κ,ρ
preFPAnd,ρ,ρ

pre FC,κ,ρ
pre

Lemma 2
LPZK-like

Lemma 1
Beaver-like

Lemma 3
Beaver-like

Lemma 3: FDAMT 7→ FPAnd,ρ,ρ
pre with 4ρ bits per AND gate. FC

Theorem 4

FDAMT
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1st Construction

FPAnd,κ,ρ
preFPAnd,ρ,ρ

pre FC,κ,ρ
pre

Lemma 2
LPZK-like

Lemma 1
Beaver-like

Lemma 3
Beaver-like

Lemma 3: FDAMT 7→ FPAnd,ρ,ρ
pre with 4ρ bits per AND gate.

PA PB

FDAMT
xA,ℓ, yA,ℓ, zA,ℓ xB,ℓ, yB,ℓ, zB,ℓ

α ∈ F2ρ β ∈ F2ρ

FsVOLE
si,M[si],K[ri] ri,M[ri],K[si]

FC

Theorem 4

FDAMT
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1st Construction

FPAnd,κ,ρ
preFPAnd,ρ,ρ

pre FC,κ,ρ
pre

Lemma 2
LPZK-like

Lemma 1
Beaver-like

Lemma 3
Beaver-like

Lemma 3: FDAMT 7→ FPAnd,ρ,ρ
pre with 4ρ bits per AND gate.

PA PB

FDAMT
xA,ℓ, yA,ℓ, zA,ℓ xB,ℓ, yB,ℓ, zB,ℓ

α ∈ F2ρ β ∈ F2ρ

FsVOLE
si,M[si],K[ri] ri,M[ri],K[si]

Open(xB,1 − ri, yB,1 − rj)

Open(xA,1 − si, xA,1 − sj)

ŝk + r̂k = (si + ri) · (sj + rj)

= ef + e(yA,1 + yB,1) + f(xA,1 + xB,1) + zA,1 + zB,1

FC

Theorem 4

FDAMT



Hongrui Cui · Auth-GC-with-VOLE12 - 1

1st Construction

M[r̂k],M[ŝk],K[r̂k],K[ŝk] can also be linearly computed.

Final step is to reduce âk, b̂k to F2

ŝk + r̂k ∈ {0, 1}
lsb(ŝk) + ŝk = lsb(r̂k) + r̂k
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1st Construction

M[r̂k],M[ŝk],K[r̂k],K[ŝk] can also be linearly computed.

Final step is to reduce âk, b̂k to F2

ŝk + r̂k ∈ {0, 1}
lsb(ŝk) + ŝk = lsb(r̂k) + r̂k

K[ŝk] = M[ŝk] + ŝk · β
K[ŝk] + (ŝk + lsb(ŝk)) · β = M[ŝk] + (ŝk + lsb(ŝk) + lsb(ŝk)) · β

K[ŝk] + (r̂k + lsb(r̂k)) · β = M[ŝk] + lsb(ŝk) · β
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1st Construction

Lemma 2: FPAnd,ρ,ρ
pre 7→ FPAnd,κ,ρ

pre with 2 bits per AND gate.

Mac Key α ∆A

Wire Mask M[r] = r · α+ K[r] M[r′] = r′ ·∆A + K[r′]
Deg-2 Mask M[r̂] = r̂ · α+ K[r̂] M[r̂′] = r̂′ ·∆A + K[r̂′]

Lemma 1: FPAnd,κ,ρ
pre 7→ FC,κ,ρ

pre with 4 bits per gate.

Then use LPZK-like technique to check b = b′, b̂ = b̂′

Generate M[r⃗] = ∆A · r⃗ + K[r⃗],M[s⃗] = β · s⃗+ K[s⃗] using sVOLE
Open(ri − r′i, rj − r′j , si − s′i, sj − s′j)
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2nd Construction: block VOLE and compressed randomness

High-level idea: generate triples by reusing input of VOLE and hiding
z-values using non-interactive authentication/mac opening

FC,ρ,ρ
cp FCFbVOLE

Lemma 5
Input reuse

Lemma 4
Compression

FC,κ,ρ
cp

Lemma 1*
LPZK
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2nd Construction: block VOLE and compressed randomness

High-level idea: generate triples by reusing input of VOLE and hiding
z-values using non-interactive authentication/mac opening

FC,ρ,ρ
cp FCFbVOLE

Lemma 5: From bVOLE to FC,ρ,ρ
cp : 5ρ+ 2 + o(1) bits per gate

PA PB

Mac Key: α ∈ F2ρ

si,M[si],K[ri] for i ∈ I
si,M[si],K[r

′
i] for i ∈ [m]

ŝk,M[ŝk],K[r̂k] for k ∈ [m]

FC,ρ,ρ
cp

Mac Key: β ∈ F2ρ

ri,M[ri],K[si] for i ∈ I
r′i,M[r′i],K[si] for i ∈ [m]
r̂k,M[r̂k],K[ŝk] for k ∈ [m]

L = ρ · log(8n/ρ)
b⃗′ = MH · b⃗, d⃗′ = MH · d⃗, w⃗′ = MH · w⃗

Lemma 5
Input reuse

Lemma 4
Compression

FC,κ,ρ
cp

Lemma 1*
LPZK
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2nd Construction: block VOLE and compressed randomness

High-level idea: generate triples by reusing input of VOLE and hiding
z-values using non-interactive authentication/mac opening

FC,ρ,ρ
cp FCFbVOLE

Lemma 5: From bVOLE to FC,ρ,ρ
cp : 5ρ+ 2 + o(1) bits per gate

PA PB

Mac Key: α ∈ F2ρ

si,M[si],K[ri] for i ∈ I
si,M[si],K[r

′
i] for i ∈ [m]

ŝk,M[ŝk],K[r̂k] for k ∈ [m]

FC,ρ,ρ
cp

Mac Key: β ∈ F2ρ

ri,M[ri],K[si] for i ∈ I
r′i,M[r′i],K[si] for i ∈ [m]
r̂k,M[r̂k],K[ŝk] for k ∈ [m]

L = ρ · log(8n/ρ)
b⃗′ = MH · b⃗, d⃗′ = MH · d⃗, w⃗′ = MH · w⃗

Non-Linear 1: (ŝk + ŝk) = (si + ri) · (sj + rj)
Non-Linear 2: M[r̂k] = K[r̂k] + α · r̂k, M[ŝk] = K[ŝk] + β · ŝk

Lemma 5
Input reuse

Lemma 4
Compression

FC,κ,ρ
cp

Lemma 1*
LPZK



Hongrui Cui · Auth-GC-with-VOLE15 - 1

2nd Construction: block VOLE and compressed randomness

FsVOLE

α,K[ri]
K[r]

ri,M[ri], i ∈ I
r,M[r]

PA PB

Extend (rirj ,
β · r+ γ, β + γ, γ)

r⃗′ = MH · r
M[r⃗′] = MH ·M[r]

K[r⃗′] = MH · K[r]
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2nd Construction: block VOLE and compressed randomness

FsVOLE

α,K[ri]
K[r]

ri,M[ri], i ∈ I
r,M[r]

PA PB

Extend (rirj ,
β · r+ γ, β + γ, γ)

r⃗′ = MH · r
M[r⃗′] = MH ·M[r]

K[r⃗′] = MH · K[r]

s⃗, {sisj}, ⃗̂s (β · r+ γ, β + γ, γ)

α · s⃗, {α · si · sj},
α · ⃗̂s, {ŝk,2}, α

(β · r+ γ, β + γ, γ)FbVOLE

FbsVOLE

M[ŝk] = ŝkβ + K[ŝk] M[sk,2] = ŝk,2β + K[sk,2] M[sk,3] = ŝkαβ + K[sk,3]
M[sk,4] = (sisj + sirj + risj)β + K[sk,4] M[sk,5] = (sisj + sirj + risj)αβ + K[sk,5]
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2nd Construction: block VOLE and compressed randomness

FsVOLE

α,K[ri]
K[r]

ri,M[ri], i ∈ I
r,M[r]

PA PB

Extend (rirj ,
β · r+ γ, β + γ, γ)

r⃗′ = MH · r
M[r⃗′] = MH ·M[r]

K[r⃗′] = MH · K[r]

s⃗, {sisj}, ⃗̂s (β · r+ γ, β + γ, γ)

α · s⃗, {α · si · sj},
α · ⃗̂s, {ŝk,2}, α

(β · r+ γ, β + γ, γ)FbVOLE

FbsVOLE

M[ŝk] = ŝkβ + K[ŝk] M[sk,2] = ŝk,2β + K[sk,2] M[sk,3] = ŝkαβ + K[sk,3]
M[sk,4] = (sisj + sirj + risj)β + K[sk,4] M[sk,5] = (sisj + sirj + risj)αβ + K[sk,5]

r̂k = (K[ŝk+sk,4]+mk,1) ·β−1

M[r̂k] = (K[sk,2+sk,3+sk,5]+
mk,2) · β−1 +M[ri,j ]

K[r̂k] = ŝk,2 + K[ri,j ]
mk,1 = M[ŝk + sk,4]

mk,2 = M[sk,2 + sk,3 + sk,5]
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2nd Construction: An Optimization

FsVOLE

α,K[ri]
K[r]

ri,M[ri], i ∈ I
r,M[r]

PA PB

Extend (rirj) r⃗′ = MH · r
M[r⃗′] = MH ·M[r]

K[r⃗′] = MH · K[r]
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2nd Construction: An Optimization

FsVOLE

α,K[ri]
K[r]

ri,M[ri], i ∈ I
r,M[r]

PA PB

Extend (rirj) r⃗′ = MH · r
M[r⃗′] = MH ·M[r]

K[r⃗′] = MH · K[r]

s⃗, {sisj} M[r], r+ γ, β · r+ γ,
β + γ, γ

FbVOLE

ŝk + r̂k = (si + ri) · (sj + rj) = sisj + s×i,j + s×j,i︸ ︷︷ ︸
ŝk

+ rirj + r×i,j + r×j,i︸ ︷︷ ︸
r̂k

M[ŝk] + K[ŝk] = ŝk · β = sisjβ + sirjβ + sjriβ − r×i,jβ − r×j,iβ

M[r̂k] + K[r̂k] = r̂k · α = rirjα+ sirjα+ sjriα− s×i,jα− s×j,iα
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2nd Construction: block VOLE and compressed randomness

Lemma 4: Auth-GC from FC,κ,ρ
cp with O((2κ+ 3ρ)n) communication
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2nd Construction: block VOLE and compressed randomness

Lemma 4: Auth-GC from FC,κ,ρ
cp with O((2κ+ 3ρ)n) communication

∆A ∈ F2κ

si,M[si],K[ri], i ∈ [n]
ŝk,M[ŝk],K[r̂k], k ∈ [m]

β ∈ F2ρ

ri,M[ri],K[si], i ∈ [n]
r̂k,M[r̂k],K[ŝk], k ∈ [m]

PA samples Li,0 ← F2κ for i ∈ [n] and sets Li,1 = Li,0 +∆A
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2nd Construction: block VOLE and compressed randomness

Lemma 4: Auth-GC from FC,κ,ρ
cp with O((2κ+ 3ρ)n) communication

∆A ∈ F2κ

si,M[si],K[ri], i ∈ [n]
ŝk,M[ŝk],K[r̂k], k ∈ [m]

β ∈ F2ρ

ri,M[ri],K[si], i ∈ [n]
r̂k,M[r̂k],K[ŝk], k ∈ [m]

G0 = H(Li,0) +H(Li,1) + sj ·∆A + K[rj ]
G1 = H(Lj,0) +H(Lj,1) + si ·∆A + K[ri] + Li,0

Lk,0 = H(Li,0) +H(Lj,0) + (sk + ŝk) ·∆A + K[rk] + K[r̂k]
G′

k,0 = H ′(Li,0) +H ′(Lj,0) +M[sk] +M[ŝk]
G′

k,1 = H ′(Li,0) +H ′(Li,1) +M[sj ]
G′

k,2 = H ′(Lj,0) +H ′(Lj,1) +M[si]

PA samples Li,0 ← F2κ for i ∈ [n] and sets Li,1 = Li,0 +∆A

∧
i
j

k
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2nd Construction: block VOLE and compressed randomness

Lemma 4: Auth-GC from FC,κ,ρ
cp with O((2κ+ 3ρ)n) communication

∆A ∈ F2κ

si,M[si],K[ri], i ∈ [n]
ŝk,M[ŝk],K[r̂k], k ∈ [m]

β ∈ F2ρ

ri,M[ri],K[si], i ∈ [n]
r̂k,M[r̂k],K[ŝk], k ∈ [m]

G0 = H(Li,0) +H(Li,1) + sj ·∆A + K[rj ]
G1 = H(Lj,0) +H(Lj,1) + si ·∆A + K[ri] + Li,0

Lk,0 = H(Li,0) +H(Lj,0) + (sk + ŝk) ·∆A + K[rk] + K[r̂k]
G′

k,0 = H ′(Li,0) +H ′(Lj,0) +M[sk] +M[ŝk]
G′

k,1 = H ′(Li,0) +H ′(Li,1) +M[sj ]
G′

k,2 = H ′(Lj,0) +H ′(Lj,1) +M[si]

PA samples Li,0 ← F2κ for i ∈ [n] and sets Li,1 = Li,0 +∆A

∧
i
j

k

zk = zizj + zirj + zjri + (H ′(Li,zi) + ziG
′
k,1 +H ′(Lj,zj ) + zjG

′
k,2 +

G′
k,0 + ziM[rj ] + zjM[ri] +M[rk] +M[r̂k]) · β−1

Lk,zk = H(Li,zi) + zi(G0 +M[rj ]) +H(Lj,zj ) + zj(G1 +M[ri] + Li,zi)
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2nd Construction: block VOLE and compressed randomness

Protocol is only one-pass, ri is essentially hidden from PA

Only attack possibility: Selective-Failure Attack
It is sufficient to use a (ρ− 1, L)-independent set as rows of MH

MH bb = ·

zk = zizj + zirj + zjri + (H ′(Li,zi) + ziG
′
k,1 +

H ′(Lj,zj )+zjG
′
k,2+G′

k,0+ziM[rj ]+zjM[ri]+M[rk]+

M[r̂k]) · β−1

Lk,zk = H(Li,zi) + zi(G0 + M[rj ]) + H(Lj,zj ) +
zj(G1 +M[ri] + Li,zi)
Need to corrupt more than ρ gates to utilize linear
dependency — Success probability < 2−ρ
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3rd Construction: NISC in FOLE-hybrid model
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Dubious “Non-Interactive Secure Computation”

FpOLE FC,ρ,ρ
pre−wbc
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Theorem 3: assuming Lemma 6 (NISC FpOLE 7→ FC,ρ,ρ
pre−wbc) exists, we can

attach Lemma 4 (FC,κ,ρ
cp 7→ FC) messages to (mB ,mA).

PA PB

mB

mA, sI , sO
G,G′

sIA
, rIB

implicitly set to 0
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Secondary Input Phase ??

Generate CDS materials to
ensure PB input consistency

Output
as input

FpOLE
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